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Abstract 

The rise in population in urban areas has resulted in difficulties in policing and 

monitoring high-crime probability areas, leading to an increase in criminal activity 

and insecurity. To enhance security, smart cities have integrated crime detection 

systems with video surveillance as the standard method. The backlog of video data 

that must be monitored by supervising officials can lead to an increase in error rates. 

To address this issue, a proposed solution involves using meta-heuristic optimization 

with a Hybrid Machine Learning algorithm. This solution analyzes video stream data 

quickly and accurately, facilitating the identification of criminal activity. This 

approach is expected to improve the efficiency and effectiveness of video surveillance 

systems. The proposed method involves pre-processing the video data using 

techniques such as Video-to-Frame Conversion, Resizing, and Normalization, 

followed by segmentation of the frames using an optimized Semantic Segmentation- 

Optimized FCN algorithm. Features are then extracted from the segmented regions 

using techniques such as SIFT and the proposed Improved Histogram of Oriented 

Gradients algorithm. The extracted features are refined using the new improved 

Relief Algorithm for feature selection. Lastly, a new hybrid machine learning 

approach is designed using a combination of transformer model, SVM, and ANN for 

crime anomaly detection. The proposed method is implemented using the Python 

programming language. 

Keywords: Support Vector Machine, Artificial Neural Network, FCN,SIFT, Crime 

detection, Improved Histogram of Oriented Gradients, Relief Algorithm. 

1. INTRODUCTION 

Technologies for smart cities (SC) can deliver the right services to the needs of the populace. One of the primary 

enablers in a SC has IoT technology, that enables a large number of devices to connect [1]. However, because of 

the varied form and complexity of anomalous events, recognising them automatically in a real-world situation is 

extremely challenging. This research effort presents an effective and robust approach for identifying anomalies in 

surveillance large video data using Artificial Intelligence of Things [2]. A critical and difficult problem in IoT 

systems is anomaly detection because of the intricate structures and high- dimensional data they generate [3]. 

Anomalies are described as data structures that do not adhere to well-defined characteristics of typical data 

patterns. “An observation which deviates 

so much from the other findings as to arouse doubts that it was generated by a different mechanism is the definition 

of an anomaly.[4][5]. To detect anomalous activities [6], It isnecessary to develop a computer vision-based 

technique that can effectively classify normal and abnormal events without the involvement of humans. In addition 

to being useful for monitoring, such an automated approach also minimizes the amount of human labour needed 

to maintain manual observation on a round-the-clock basis [7]. 

IoT devices are widely used in smart cities due to the IoT's recent growth [8]. Real-world time is used as the basis 

activities of a smart city are designed to enhances the efficiency and quality of life in urban areas. Since the smart 

city network traffic through the IoT system is linked to sensors that are directly connected to huge cloud servers 

is growing quickly and posing new challenges for cyber-security [9]. Physical and/or cyberattacks are the two main 

types of attacks on smart cities. In a physical attack, the attacker is in close proximity to the IoT sensors and can 

easily modify them or tamper with the communication-related IoT devices and sensors. This attack includes 

permanent denial of service, malicious code injection, & fake node injection. Obtaining unauthorised access to 

smart city network components, the adversary in cyberattacks tries to introduce malware or other harmful software 

[10]. IoT devices frequently communicate with one another to guarantee good QoS in an IoT environment for smart 

cities. Continuous communication between various IoT devices within the IoT environment presents serious 

security risks, including DoS attacks, malicious scans, malicious controls, malicious operations, data probing, 

spying and incorrect set. These anomalies have the potential to cause serious risks at any time and disrupt 

communication as usual. Because of these potential risks, IoT communication remains in an unsafe state. To ensure 

good QoS in smart cities, it is crucial to monitor and identify anomalies [11][12]. The most recent advances in AI, 

ML, and DRL- based smart city applications. The research focused on the function and influence of previous 
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initiatives on the most important components of smart cities [13]. To address these issues, researchers provide a 

standard-based process for creating and implementing Fog Flow, a novel fog computing-based framework for IoT 

smart city platforms [14]. With the development of smart technologies, the government has began constructing 

smart cities with the use of IoT devices, to record the vulnerable activities occurring in and around the surroundings 

in order to decrease the crime rate [15]. 

This research extensively discusses a proposed method and its practical implementation, 

providing a detailed analysis of its functioning. Section 2 presents the latest research linked to the approach, while 

Section 3 elaborates on the proposed methodology. The Section 4 summaries the results and discussion of the 

technique, and Section 5 finishes the research. 

2. Literature Review 

In 2021, Ahmad and Zhang et al. [16] have proposed IoT implementation in energy business models can lead to 

increased efficiency, intelligence, and connectivity. It can support integrated solutions for mitigating environmental 

impact and regulating energy usage. IoT is also Increasing operational efficiency and process automation in areas 

such as retail, electricity, manufacturing, and logistics. Using IoT in the Energy Sector was a promising step 

toward building sustainable and efficient energy systems. 

In 2015, Serrano et al.[17] have presented a new strategy on base of the LOF density-based clustering algorithm 

was proposed for detecting attacks. The researchers found that the approach was effective in determining threats 

while decreasing false positives and that not all counters were useful in identifying malware. The study highlights 

the potential of using clustering algorithms in intrusion detection systems, improving their effectiveness in 

identifying and preventing cyber-attacks. 

In 2020, Alahakoon and Nawaratne et al. [13] presented Self-building AI, a potential solution to overcome major 

constraints in processing, integrating, and analyzing large amounts of data from several sources. Big Data's huge 

volume, variety, and volatility require technology that can self-adapt, as human involvement becomes impractical. 

This technology has the potential to revolutionize data analysis and make it more efficient and effective. 

In 2018, Mohammadi and Al-Fuqaha et al. [18] have introduced a hierarchical architecture, incorporating 

“machine learning techniques” to manage big data in smart cities. A semi- supervised “deep reinforcement 

learning framework” was developed to address related challenges, and its potential was demonstrated across 

multiple smart city applications. This research provides insights into the effective implementation of machine 

learning techniques in managing Smart cities huge data. 

In 2020, Sarker et al. [19] have focused on the concept of "Smart City Data Science" which involves data mining 

from city sensors and associated devices to gain insights and correlations. This enables improved decision-making 

procedures that are more sophisticated for residents. To do this, several machine learning models can be used to 

provide a deeper knowledge of municipal data, making the computing process more actionable and intelligent in 

real-world services that were offered by cities. 

In 2022, Qarafi and Alrowais et al. [20] have proposed the OMLIDS-PBIoT system uses machine learning to 

improve smart city security by detecting and preventing intrusions.. It is particularly useful for privacy-preserving 

BIoT applications, such as “traffic management, emergency response, healthcare, waste management, air 

quality monitoring, and disaster 

management”. This model could play a vital role in maintaining the integrity and safety of 

smart city systems. 

 

In 2019, Yang and Elisa et al. [22] have proposed to forward a plan to safeguard the privacy and security of e-

government systems from potential threats in smart city environments, identifying the challenges in their adoption. 

Technical solutions were examined to address these issues, and the framework utilizes blockchain and AI 

breakthroughs to create a decentralized and secure e-government system. This research provides insights for 

policymakers and stakeholders to improve the security and privacy of e-government systems, measures such as 

encryption and access controls can be implemented in smart cities. 

In 2021, Palanivinayagam and Gopal et al. [21] have used to detect crime, four attribute- generation strategies 

were employed. By applying K-means clustering, crime hotspots were identified in a specific location based on 

the distribution of criminal incidents. A crime ratio matrix was then created, which helped predict the probability of 

crime when fed into a machine- learning model. The dataset was analyzed using these techniques to identify 

potential crime patterns and prevent future incidents. 

In 2021, Sharma and Dhankhar et al. [22] have developed a fog-enabled network's anomaly detection model, 

allowing for local anomaly identification using fog nodes. This made it easier to locate rogue nodes for future 

research. The use of statistical techniques for detecting anomalies, particularly DDoS attacks, was explored in 

subsequent parts. Time-series datasets exhibiting patterns in incoming packets were analyzed using these 

algorithms. 

In 2022, Srihith and Kumar et al.  [23] have introduced the importance of ICT, AI, and machine learning in achieving 



Ayush Singhal et al. Intelligent Detection Of Crime Anomalies.......                     1112 

 

smart city goals related to policymaking, decision-making, plan execution, and service delivery. Educational 

technologies like DRL and ML can assist in developing effective regulations that promote efficiency and 

sustainability in smart city operations. 

2.1. Research Gaps 

 

  Table 1: Various Authors Review 

 

 

 

1. Proposed Methodology: 

In this proposed methodology for crime anomaly detection, we aim to develop a new hybrid deep learning 

approach that combines the strengths of Convolutional Neural Networks and Long Short-Term Memory networks 

for improved performance. The first step in this approach is data pre-processing, which involves converting the 

video data into individual frames using OpenCV video-to-frame conversion techniques. The frames are then 

resized to reduce the complexity of the input data using bicubic interpolation. Normalization is applied to the 

frames using standard deviation normalization to improve the model's accuracy. Next, the Regions of Interest 

(ROI) in the frames are identified using an optimized Semantic Segmentation- Optimized FCN algorithm. The 

optimized FCN algorithm segments the frames into meaningful regions, making it easier to extract relevant 

features. Features are then extracted from the segmented regions using two different techniques: Improved 

Histogram of Oriented Gradients and Scale-Invariant Feature Transform. The SIFT algorithm extracts features 

such as edges, corners, and blobs from the ROI, while the HOG algorithm extracts feature such as object shape 

and orientation. To remove any irrelevant or redundant features, the extracted features are refined using a new 

improved Relief Algorithm. The final step is the crime anomaly detection process. In this proposed methodology, 

a hybrid deep learning approach is proposed, which integrates CNNs and LSTM networks for better anomaly 

detection. CNNs extract spatial features from ROIs, while LSTM networks capture temporal dependencies in the 

data. The proposed hybrid model outperforms existing models by combining the strengths of CNNs and LSTM 

networks, resulting in better accuracy and improved anomaly detection capabilities. The model can detect and 

classify various types of crimes, such as robbery, theft, and assault, with high accuracy, making it an effective tool 

for crime prevention and surveillance. Figure 1 demonstrates the overall flow diagram of the proposed model. 

Pre-processing 

 

Video-to-Frame Conversion: Convert the video data into individual frames using video- to-frame 

conversion techniques such as OpenCV. 

Resizing: Resize the frames to reduce the complexity of the input data using image resizing techniques 

such as bicubic interpolation. 

Author Aim Research Gaps 

Guo et al. [3] A framework for classifying and 

detecting anomalies in multiple IoT 

scenarios 

• The analysis of networks with both

 humans and intelligent/social 

objects is not done. 

Tukur et al. [5] “Edge-Based Blockchain- Enabled 

Anomaly Detection for Internet of 

Things Insider 

Attack Prevention” 

• full-fledged anomaly detection is 

not performed. 

Ullah et al. [7] CNN Features for “Real-Time 

Anomaly Detection in Surveillance 

Networks” with Bi-Directional 

LSTM 

• does not address how motion 

features, robust visual features, and 

two-stream CNN networks can aid 

in overcoming lower variation 

for anomaly recognition. 

Kumar et al. [10] “A Privacy-Preserving and Secure 

Framework for IoT- Driven Smart 

Cities Using Blockchain-based 

Machine 

Learning” 

• Efficiency is less. 

Xu et al. [11] anomaly detection in IoT services 

utilizes Long Short- Term Memory 

to improve 

concept drift adaptation. 

• Investigation of the “drift adaptive 

method” is necessary. 
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Normalization: Normalize the frames to improve the model's accuracy using normalization techniques 

such as standard deviation normalization. 

Segmentation 

 

Identify the Regions of Interest (ROI) in the frames using optimized Semantic Segmentation- Optimized 

FCN (proposed) to segment the frames into meaningful regions. 

Feature Extraction 

 

Extract features from the segmented regions using various feature extraction techniques such as: 

Scale-Invariant Feature Transform (SIFT): Extract features such as edges, corners, and blobs from the ROI 

using the SIFT algorithm. 

Improved Histogram of Oriented Gradients (HOG) (proposed): Extract features such as object shape and 

orientation using the HOG algorithm. 

Feature Selection 

 

   Refine the extracted features to remove any irrelevant or redundant features using the new improved Relief 

Algorithm 

Crime Anomaly Detection 

To design a “new hybrid deep learning” approach (proposed) for crime anomaly detection by combining transformer 

model and hybrid machine learning with SVM and ANN. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Figure 1: Overall Flow of the proposed model 

 

3.1 Pre-processing 

The first step in our proposed methodology involves video pre-processing, which converts it into individual frames 

using OpenCV. These frames are then resized using bicubic interpolation, and normalization techniques like 

standard deviation normalization are applied to enhance model accuracy. 

3.1.1 Video to frame conversion 

Video-to-frame conversion is a common technique used in video processing where a video is broken down into 

individual frames or images. This process can be used as a pre- processing step before performing various 

computer vision tasks like object detection, image recognition, or video analysis.to generate unique content from 

the video frames, you could use techniques like image augmentation or generative adversarial networks (GANs) to 

create new variations of the original frames. Image augmentation involves applying random transformations to the 
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video frames, such as “rotation, scaling, flipping, and shearing”. By applying data transformations, the model can 

be made more robust to input variations and enhance the data diversity. 

 

OpenCV is an extensive open-source library that is crucial in modern systems for real- time operations, including 

computer vision, machine learning, and image processing. Its integration with libraries such as NumPy enables 

efficient analysis of image and video data. By using vector space, mathematical operations can be performed on 

image features to identify patterns and unique characteristics. 

3.1.2 Resize 

Resizing the frames is a crucial step in our proposed methodology as it reduces the complexity of the input data. 

By employing image resizing techniques such as bicubic interpolation, we can adjust the resolution of the frames 

while maintaining the essential features that are needed for our model. This resizing process allows for a more 

efficient analysis of the frames, resulting in faster processing times and more accurate results. Additionally, it 

reduces the computational burden on the system, making it easier to handle and process large datasets. 

3.1.3 Normalization 

Performance enhancement often involves utilizing common optimization techniques in the Normalization of 

machine learning models, including those used for image processing. One common approach is standard deviation 

normalization, which involves scaling the pixel values of an image, Normalization transforms data to a mean of 

zero and a standard deviation of one. This helps to ensure that the pixel values are within a comparable range, 

which can improve the model's image classification and segmentation accuracy is crucial. By normalizing the 

frames in this way, the proposed model for Alzheimer's disease segmentation and classification can be expected to 

achieve higher accuracy, precision, recall, F1-measure, and other performance metrics, ultimately resulting in a 

more effective diagnostic tool. 

3.2 Segmentation (ROI Identification) 

ROI identification, also known as segmentation, is a crucial step in computer vision that involves isolating specific 

regions within an image or video extracting frames pertinent to the task is vital. This process helps reduce the 

amount of irrelevant information and improves the model's efficiency and accuracy are both critical factors. ROI 

identification can be performed using a variety of techniques, such as thresholding, edge detection, semantic 

segmentation, or object detection. These methods help to identify and isolate important features or objects within an 

image or video frame, and eliminating noise enhances the model's ability to focus on pertinent data. 

In video processing, ROI identification can help to extract relevant information from specific frames or 

time intervals, which can be useful in applications such as “action recognition, object tracking, and video 

summarization”. For example, in object tracking, ROI identification can help track the location and movement of 

specific objects within a video, while in video summarization, it can help to identify key frames that represent the 

most important aspects of the video. However, it's important to note that ROI identification should be performed 

carefully and validated to ensure that the identified regions accurately represent the target features. Incorrect 

identification or mislabeling of regions can lead to inaccurate results and negatively affect the performance of the 

model. Therefore, it's crucial to use appropriate techniques and carefully validate the results to ensure the accuracy 

and reliability of the model. 

3.2.1 Optimized FCN 

Fully Convolutional Networks (FCNs) are utilized for image semantic segmentation, multimodal medical image 

analysis, and classification and segmentation of high-resolution and multispectral satellite pictures. Contemporary 

classification networks (Alex Net, VGGNet, and Google Net) were converted into FCNs, and their learned 

representations were transferred they tackled the segmentation issue by fine-tuning and devised an innovative 

architecture that combines deep, coarse layers' semantic data with shallow, fine layers' appearance data. 
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𝑠 

  Figure 2: Architecture of FCN with in-network down-sampling and up sampling 

 

FCNs are made up of locally connected convolutional, pooling, and transposition layers. This architecture employs 

no dense layer (URL3). Because there are no dense layers, changeable inputs can be fed into the network (URL-

3). Figure 2 demonstrates the Architecture of FCN with in-network down sampling and up sampling. An FCN is 

made up of two parts: 

• Downsampling path 

• Upsampling path (URL-4) 

 

Extract and evaluate the context via the down-sampling path, as specified in URL-4. Convolutional and 

max-pooling layers make up the down-sampling process. The upsampling route allows for exact feature 

localization. The convolutional, convolutional transpose, and concatenate layers make up the upsampling path. 

For skip connections, concatenation layers are employed. A skip connection is a connection that skips at least one 

layer. They are frequently employed to transmit local data from the down-sampling path to the upsampling path. 

The regularization strength of FCN is optimized via Adam Optimizer to balance the trade-off between 

training accuracy and generalization performance. 

3.2.1.1 Adam optimizer 

The Adam optimizer is a popular deep-learning optimization algorithm that combines the advantages of AdaGrad 

and RMSProp algorithms. Adam optimizer adapts the learning rate per parameter dynamically, based on the gradient 

of the parameters, and uses a moving average of the gradients' first and second moments, Adam optimizer provides 

a precise gradient estimation. Adam is known to converge faster than traditional gradient descent algorithms and 

is used in various deep learning applications such as “image classification, object detection, and natural language 

processing”. 

The Adam algorithm may exhibit bias towards zero in the initial stages of training due to the initialization of 𝑛1𝑠 

and 𝑢1𝑠 to 0 in equations (1) and (2). Furthermore, if the decay rates β1 and β2 are close to zero, the learning 

process may slow down. 

𝑛1𝑠 = 𝛽1 ∙ 𝑛1𝑠−1 + (1 − 𝛽1) ∙ ℎ1𝑠    (1) 

 

𝑢1𝑠 = 𝛽2 ∙ 𝑢1𝑠−1 + (1 − 𝛽1) ∙ ℎ12    (2) 

 

To mitigate the problem of bias towards zero in Adam's algorithm, the bias-corrected estimates 

𝑛1ˆ 𝑠 and 𝑢1ˆ𝑠 are used in weight updates, as demonstrated in equations (3) and (4). This correction helps ensure 

that the algorithm operates correctly, particularly during the initial stages of training. corrected estimates, the 

Adam algorithm is better able to ensure that the learning rate adapts appropriately to the gradient of the parameters 

during training. 

𝜃𝑠+1 = 𝜃𝑠 − 
𝑦 

√𝑢̂1𝑠+

𝗀 

3.3. Feature Extraction 

 
The most crucial stage is featuring extraction in many computer vision tasks where informative features are 

extracted from segmented regions. Techniques like Scale-Invariant Feature Transform and Improved Histogram 

of Oriented Gradients can be used to extract features such as edges, corners, blobs, object shape, and orientation. 

These machine-learning models can be trained thru features for tasks like object recognition, detection, and 

tracking. 

3.3.1 Scale Invariant Feature Transform 

Scale-Invariant Feature Transform: SIFT is a computer vision method used to discover and describe local features 

in images. It is a characteristic that is commonly employed in image processing. SIFT operations include "Gaussian 

(DoG) Space Generation, Key Point Detection, and Feature Description". 
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3.3.1.1 SIFT features 

SIFT is a popular feature detection technique developed by Lowe. It collects robust feature points that are not 

affected by "image rotation, scaling, restricted affine distortion, lighting change, or projective transformation". 

The following are the main steps in feature extraction using the SIFT algorithm 

Scale-space extrema detection: A SIFT detector is used to detect feature points by searching for local 

maxima via the difference of Gaussian (DoG) at different scales of the studied image. If we use u(c, b) to represent 

the input image, the equivalent scale space is specified as: 

(𝐜, 𝐛, 𝜎) = (𝐜, 𝐛, 𝜎) ∗ 𝐮(𝐜, 𝐛)    (6) 

3.3.2 Improved HOG (I-HOG algorithm) 

The HOG technique is used to extract features from improved histogram-based characteristics. HOG determines 

the direction and size of a gradient in an image, which is then used to generate histograms of gradient directions. 

By adding an adaptive histogram binning mechanism, which boosts the features' discriminative ability, the 

Improved Histogram-based features (I-HOG) proposed technique improves upon HOG. HOG features are 

descriptors that are extensively employed in image processing and computer vision for object detection. These 

descriptors are justified by the idea that the “distribution of intensity gradients or edge directions” can 

adequately characterize the appearance and shape of nearby objects. The method counts instances of gradient 

orientation in specific areas of an image. For greater accuracy, HOG uses overlapping local contrast normalization 

on a dense grid of cells with equal spacing. 

• Image Preprocessing 

 

The image is preprocessed by applying various operations to make it suitable for feature extraction. One common 

operation is grayscale conversion, which is represented as: 

𝐼𝑔𝑟𝑎𝑦 = 0.2989 ∗ 𝐼𝑟𝑒𝑑 + 0.5870 ∗ 𝐼𝑔𝑟𝑒𝑒𝑛 + 0.1140 ∗ 𝐼𝑏𝑙𝑢𝑒 (7) 

 

where 𝐼𝑟𝑒𝑑, 𝐼𝑔𝑟𝑒𝑒𝑛, and 𝐼𝑏𝑙𝑢𝑒 are the original image's red, green, and blue color channels, and 

𝐼𝑔𝑟𝑎𝑦 is the resulting grayscale image. 

 

• Compute Gradients In image processing, computing gradients is a crucial step in feature extraction. It 

involves using a filter like the Sobel filter to determine the gradient magnitude and direction for each pixel 

in the image. 

 

−1 0 1  

𝐺𝑥 = 𝐼 ∗ [−2 0 2] (8) 

−1 0 1  

−1 

𝐺𝑦 = 𝐼 ∗ [ 0 

−2 

0 

−1 

0 ] 

 

(9) 

1 2 1  

 

where 𝐼 is the grayscale image, and 𝐺𝑥 and 𝐺𝑦 are the gradients in the x and y directions, respectively. The gradient's 

magnitude and direction at each pixel are given by: 

 

𝐺𝑚𝑎𝑔 = 𝑠𝑞(𝐺𝑥2 + 𝐺𝑦2 ) (10) 

 

𝐺𝑑𝑖𝑟 = 𝑎𝑡𝑎𝑛2(𝐺𝑦, 𝐺𝑥) (11) 

 

• Divide Image into Cells To extract features from an image, it can be divided into a grid of cells, where each 

cell has a predetermined number of pixels. The cell size and the number of cells can be modified depending 

on the needs of the application. 

• Calculate Histograms To create a feature vector from the gradient information of an image, the 

histogram of gradient directions is computed for each cell. This involves quantizing the gradient directions into a 

fixed number of bins (e.g. 9 bins) and accumulating the gradient magnitudes for each bin. The resulting histogram 

for each cell is represented as a vectorℎ𝑖 with several elements equal to the number of bins 𝑘. 

ℎ𝑖 = [ℎ𝑖1, ℎ𝑖2, … … ℎ𝑖𝑘] (12) 

 

ℎ𝑖𝑗 = 𝑠(𝐺𝑚𝑎𝑔(𝑝, 𝑞)𝑖𝑓 𝑏𝑖𝑛(𝐺𝑑𝑖𝑟(𝑝, 𝑞)) == 𝑗) (13) 
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where 𝑝 and 𝑞 are the pixel coordinates in the cell, 𝑏𝑖𝑛(𝐺𝑑𝑖𝑟(𝑝, 𝑞))is the bin index corresponding to the gradient 

direction at (𝑝, 𝑞), and ℎ𝑖𝑗 is the bin count for the jth bin in the 

𝑖𝑡ℎ cell. 

 

• Block Normalization 

 

To normalize the histograms of neighboring cells in an image, the cells are first grouped into blocks. The 

histograms within each block are then normalized using a normalization factor that's calculated based on the 

histograms in the block. This ensures that the feature vector is invariant to changes in lighting and contrast. 

𝑉 = [ℎ𝑖1, ℎ𝑖2, … … . . ℎ𝑖𝑘; ℎ(𝑖+1)1, ℎ(𝑖+1)2, … ℎ(𝑖+1)𝑘; ℎ(𝑖+𝑚−1)1, ℎ(𝑖+𝑚−1)2, … … ℎ(𝑖+𝑚−1)𝑘] 

(14) 

 

𝑉𝑛𝑜𝑟𝑚 =
 𝑉  

√𝑠(𝑣)2+𝜎2 

 

where 𝑚 is the number of cells in the block, 𝜎 is an insignificant constant that prevents division by zero, and 𝑉𝑛𝑜𝑟𝑚 is the 

normalized histogram vector. 

 (15 

• Concatenate Histograms After generating normalized histograms from all cells, they are combined to 

form a feature vector for the image, which can be applied to tasks such as object detection, recognition, and 

tracking. The resulting feature vector is represented as 𝐹, with 𝑛 elements that correspond to the total number of 

cells in the image. This approach enables efficient processing of large image datasets and has been widely adopted 

in computer vision applications. 

𝐹 = [𝑉1; 𝑉2; … … . 𝑉𝑛) (16) 

 

3.4 “Feature Selection” 

The selection of features is an important stage in reducing dimensionality and improving the accuracy of machine 

learning models. The new improved Relief Algorithm can be used to refine the extracted features by eliminating 

irrelevant or redundant features. This 

 

algorithm evaluates each feature's relevance based on its ability to distinguish between classes and selects only the 

most informative features for further analysis. 

 

3.4.1 Improved Relief Algorithm (Jaccard-Kernel Relief (JKR) algorithm) 

The Jaccard distance and Kernel smoothing-based Relief algorithm is an enhanced version of the Relief algorithm 

that leverages Jaccard distance and kernel smoothing to refine the feature selection process for machine learning 

applications. 

 

The algorithm works as follows: 

 

Calculate the Jaccard distance between each pair of instances in the dataset. Jaccard distance is a measure of the 

difference between two sets that can be defined as the ratio of the size of the sets' intersection to the size of their 

union. The Jaccard distance between two sets A and B is specified as: 

 

(𝐴, 𝐵) = |𝐴 ∩ 𝐵|/|𝐴 𝖴 𝐵| (17) 

 

where |𝐴| and |𝐵| represent the cardinality (number of elements) of sets 𝐴 and 𝐵, respectively. This formula gives a 

value between 0 and 1, where 0 indicates that the sets are identical and 1 indicates that they have no elements in 

common. For each instance in the dataset, find the 

𝑘 nearest neighbors based on Jaccard distance. The k nearest neighbors are the instances with the smallest Jaccard 

distance to the current instance. Kernel smoothing is a technique for assigning weights to neighboring instances 

based on their similarity to the current instance. To calculate the weight of each feature 𝑖, we first find the set of k 

nearest neighbors of 𝑥 based on Jaccard distance, denoted as (𝑥). Then, for each neighbor in (𝑥), we calculate a 

weight using a kernel function that depends on the Jaccard distance between x and the neighbor. Finally, a 

weighted average is determined using weights of the feature values for feature 𝑖. The weights for different features 

can vary depending on their relevance to the current instance. 

𝑤 (𝑥) = (   
1     

) ∗ ∑𝑘 𝐾 ((𝑥,  )) ∗ 𝑥 (18) 
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𝑗=1 

𝑖 |(𝑥)| 
𝑗=1 𝑗 𝑗𝑖

 

 

where 𝐾 is the kernel function, 𝐽(𝑥, 𝑥𝑗) is the Jaccard distance between 𝑥 and 𝑥𝑗, and 𝑥𝑗𝑖is the value of feature 𝑖 
for instance 𝑥𝑗. 
 

The kernel function K is a function that assigns weights to instances based on their similarity to the current 

instance. A commonly used kernel function is the Gaussian kernel, which is defined as: 

 

(𝑢) = exp (
−𝑢2

 (19)

 

2𝜎2 

where u is the Jaccard distance between two instances, and σ is a parameter that regulates the kernel's 

width. The Relief algorithm updates the weight of each feature by calculating the difference in feature values 

between the present instance and its k nearest neighbours. It then uses this difference to distinguish between 

positive and negative nearest neighbors and computes the average difference for each group. Finally, the weight 

of each feature i is updated as the difference in average values between positive and negative neighbors for that 

feature. This process can help identify the most important features for classification or prediction tasks. 

∆(𝑥) = ∑𝑘 𝑤𝑖(𝑥) ∗ (𝑥𝑖 − 𝑥𝑗𝑖) (20) 

 

where 𝑥𝑖 is the feature value 𝑖 for the current instance 𝑥, and 𝑥𝑗𝑖 is the value of feature 𝑖 for the 

𝑗𝑡ℎ nearest neighbor of 𝑥. The positive and negative sets for feature 𝑖 are defined as: 

 

(𝑥) = {𝑥𝑗|𝑥𝑗𝑖 = 𝑥𝑖}     (21) 

 

(𝑥) = {𝑥𝑗|𝑥𝑗𝑖 ≠ 𝑥𝑖}  (22) The 

weight of feature 𝑖 is then updated as: 

𝑤_(𝑥) = 𝑤_𝑖(𝑥) + (1 / 𝑘) ∗ (𝛴_𝑥_𝑗 ∈ 𝑃_𝑖(𝑥) 𝛥_𝑖(𝑥_𝑗) / |𝑃_𝑖(𝑥)| − 𝛴_𝑥_𝑗 ∈ 

𝑁_(𝑥) 𝛥_𝑖(𝑥_𝑗) / |𝑁_𝑖(𝑥)|) (23) 

 

𝑤 (𝑥) = 𝑤 (𝑥) + (
 1

) ∗ (∑ 
∆𝑖(𝑥𝑗) 

− ∑ 
∆𝑖(𝑥𝑗) 

(24) 

  
𝑖 𝑖 

𝑘 𝑥𝑗𝜖𝑃𝑖(𝑥) |𝑃𝑖(𝑥)| 𝑥𝑗𝜖|𝑁𝑖(𝑥) |𝑁𝑖(𝑥)| 

 

The Relief algorithm is used to change the weight of feature 𝑖 by calculating the average difference in feature 

values between positive and negative sets and scaling it by the |𝑃𝑖(𝑥)| and 

|(𝑥)|cardinalities of the sets. 

Steps 2-4 are repeated for each instance to update the weights of features for all instances in the dataset. After 

updating the feature weights, features are ranked, and the top features are selected as the final feature subset. 

 

The Jaccard distance and Kernel smoothing-based Relief algorithm is an improvement over the original Relief 

algorithm by incorporating Jaccard distance for categorical data and kernel smoothing for better local structure 

capture. This leads to more accurate feature weighting and selection. 

 

3.5 Crime Anamoly Detection 

A novel hybrid deep learning approach for crime anomaly detection is proposed, which combines a transformer 

model and hybrid machine learning techniques such as support vector machine and artificial neural network. The 

proposed approach aims to improve the accuracy of crime anomaly detection and can potentially enhance law 

enforcement efforts. 

 

3.5.1 “Support Vector Machine” 

) 
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𝑎=1 

 

Support Vector Machine is a popular supervised learning model that is useful for analyzing data in “classification, 

regression, and outlier detection”. It is particularly well-suited to handling non-linear data, making it a powerful 

tool for many real-world applications. To calculate the weight vector in SVM, we use a specific mathematical 

equation that involves finding the optimal hyperplane that separates data points into different classes, while also 

minimizing classification errors. The LaGrange multipliers α are adjusted to control the trade- off between 

maximizing the margin between the hyperplane and the data points and minimizing classification errors. 

Given an input 𝑝, the weight vector 𝛩 can be represented by a class or label 𝑑 and LaGrange multipliers 𝛼 is 

determined using the Eq. (25) 

𝑛 

𝑎=

1 

𝛼𝑎𝑑𝑎𝑝𝑎 (25) 

 

The SVM's objective is to improve the following equation. 

 

𝑀𝑎𝑥𝑖𝑚𝑖𝑧𝑒𝛼𝑎 𝑛 
𝑎=1 

 

 

In Eq. (26), < 𝑝𝑎𝑝𝑏 > is a vector that can be constructed using various kernels such as the polynomial kernel, the 

Radial Basis Function kernel, and the Sigmoid Kernel”. 𝛼𝑎 − ∑𝑛 

 

Cjg𝑛 

𝑏=1 

𝛼𝑎𝛼𝑏𝑑𝑎𝑑𝑏 < 𝑝𝑎 𝑝𝑏 > (26) 

 

3.4.1 ANN 

Artificial Neural Networks (ANNs) are a type of machine learning technology that serves as the foundation for 

many deep learning techniques. We can train the ANN model using raw data. It has a large amount of tuning 

parameters as compared to other classifiers, making it a complex structure. It also takes longer to optimize faults 

than other strategies. As a result, CUDA programming serves to train Neural Network algorithm instances in the 

GPU. 

Each ANN Neuron Node is being trained thru a feature set 𝑃 = 𝑃1, 𝑃2, 𝑃3, . . . , 𝑃𝑚 

(where 𝑃1 − 𝑃𝑚 = Distinct features). The features are multiplied by random weights, 𝑉 = 

𝑉1, 𝑉2, 𝑉3 … … 𝑉𝑚, then augmented with bias values, 𝑗 = 𝑗1, 𝑗2, . . . , 𝑗𝑚 The values are then fed into a non-linear 

activation function. There are various kinds of activation functions. Some activation functions are shown in Eq. 

(27)-(30). In the equations, (𝑎) denotes a single sample. 

𝑆𝑖𝑔𝑚𝑜𝑖𝑑 𝐹𝑢𝑛𝑐𝑡𝑖𝑜𝑛: (𝑟)𝑟 𝑖(𝑟) = 
1

 

1+𝑒−𝑟(27) 

𝑇𝑎𝑛ℎ 𝐹𝑢𝑛𝑐𝑡𝑖𝑜𝑛: 𝑖(𝑟) = 
𝑒𝑟−𝑒−𝑟

 

𝑒𝑟+𝑒−𝑟 

 

𝑅𝑒𝑐𝑡𝑖𝑓𝑖𝑒𝑑 𝐿𝑖𝑛𝑒𝑎𝑟 𝑈𝑛(𝑅𝐸𝐿𝑈): 𝑖(𝑟) = max (0, 𝑟) (29) 

 

𝐿𝑒𝑎𝑘𝑦 𝑅𝐸𝐿𝑈: (𝑟) = max(0.0001 ∗ 𝑟, 𝑟) (30) 

Following the implementation of the Non-Linear function, a softmax function is used to derive the initial predicted 

value, as illustrated in Eq. (31). 

𝛩 = ∑ 

∑ 

∑ 

(28) 
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𝑃𝑟𝑒𝑑𝑖𝑐𝑡𝑒𝑑 𝑉𝑎𝑙𝑢𝑒: 𝑞̂(𝑟)  = 𝜎(𝑉𝑡𝑟𝑎𝑛𝑠𝑝𝑜𝑠𝑒 𝑃(𝑟)  + 𝑗) (31) 

 

Finally, the true and predicted values are used to generate the loss function, and the weights of the complete neural 

network design are altered using the backpropagation technique, gradient descent, and the loss function error. The 

subsequent equation describes the loss function. 

 

𝐿𝐹(𝑞̂(𝑟), 𝑞(𝑟)) = − (𝑞(𝑟)  𝑙𝑜𝑔(𝑞̂(𝑟)) + (1 − 𝑞(𝑟))log (1 − 𝑞̂(𝑟))) (32) 

 

 

2. Result and Discussion 

The proposed model has been implemented using PYTHON. The proposed model has been analyzed in terms of 

accuracy, precision, f-measure, sensitivity, specificity, NPV, FPR, FNR, and MCC. 

4.1 Overall analysis of the performance metrics 

 

Table 2 presents the results of evaluating five different models, CNN, Bi-LSTM, ANN, SVM, and Proposed, with a 

learning rate of 0. The models were evaluated using various metrics to assess their performance. The Proposed 

model achieved the highest Accuracy score at 0.912516, indicating that it was able to correctly classify a large 

proportion of the data. Similarly, the Precision score was also highest for the Proposed model at 0.810237, 

indicating that it had the highest proportion of true positives among the predicted positive values. The 

Sensitivity score, which measures the proportion of actual positives that were correctly identified, was highest for 

the Proposed model at 0.810237. Additionally, the Specificity score, which measures the proportion of actual 

negatives that were correctly identified, was highest for the Proposed model at 0.946609. The F-Measure, which is 

the harmonic mean of Precision and Sensitivity, was highest for the Proposed model at 0.810237. The Matthews 

Correlation Coefficient (MCC), which is a quality measure for binary classifications, was highest for the Proposed 

model at 0.742051. The Negative Predictive Value (NPV), which measures the proportion of actual negatives 

among the predicted negative values, was highest for the Proposed model at 0.946609. The False Positive Rate 

(FPR), which measures the proportion of actual negatives that were incorrectly identified, was lowest for the 

Proposed model at 0.068186. The False Negative Rate (FNR), which measures the proportion of actual positives 

that were incorrectly identified, was also the lowest for the Proposed model at 0.204558. Overall, the Proposed 

model outperformed the other models in terms of most of the evaluated metrics, indicating its effectiveness in 

accurately classifying the data. 

 

Table 2: Testing Metrices-Learn Rate--0 

 CNN Bi-LSTM ANN SVM Proposed 

Accuracy 0.859211 0.861210 0.884197 0.870871 0.912516 

Precision 0.703627 0.707624 0.753600 0.726947 0.810237 

Sensitivity 0.703627 0.707624 0.753600 0.726947 0.810237 

Specificity 0.911072 0.912405 0.927730 0.918846 0.946609 

F-Measure 0.703627 0.707624 0.753600 0.726947 0.810237 

MCC 0.599904 0.605234 0.666535 0.630998 0.742051 

NPV 0.911072 0.912405 0.927730 0.918846 0.946609 

FPR 0.103723 0.102390 0.087065 0.095949 0.068186 

FNR 0.311168 0.307170 0.261195 0.287847 0.204558 

 

Table 3 shows the testing metrics for different machine learning models using a learning rate of 1. The models tested 

include CNN, Bi-LSTM, ANN, SVM, and Proposed. The accuracy of the models ranges from 0.771590 for SVM 

to 0.940501 for Proposed. The precision scores vary from 0.528386 for SVM to 0.866207 for Proposed. The 

sensitivity scores range from 0.528386 for SVM to 0.866207 for Proposed, and the specificity scores range from 

0.852659 for SVM to 0.965265 for Proposed. The F-measure for all models is similar, ranging from 0.707624 to 

0.866207. The Matthews Correlation Coefficient (MCC) ranges from 0.366250 for SVM to 0.816678 for 

Proposed. The negative predictive value (NPV) scores for all models range from 0.912405 to 0.965265. The false 

positive rate (FPR) scores range from 0.049529 for Proposed to 0.162136 for SVM, while the false negative rate 

(FNR) scores range from 0.148588 for Proposed to 0.486408 for SVM. Overall, the Proposed model shows the 

highest accuracy and precision scores, along with the highest MCC score and lowest FPR and FNR scores, 
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indicating better performance compared to the other models tested. 

 

  Table 3: Testing Metrics-Learn Rate—1 

 

 CNN Bi-LSTM ANN SVM Proposed 

Accuracy 0.863542 0.861210 0.871537 0.771590 0.940501 

Precision 0.712289 0.707624 0.728280 0.528386 0.866207 

Sensitivity 0.712289 0.707624 0.728280 0.528386 0.866207 

Specificity 0.913959 0.912405 0.919290 0.852659 0.965265 

F-Measure 0.712289 0.707624 0.728280 0.528386 0.866207 

MCC 0.611453 0.605234 0.632775 0.366250 0.816678 

NPV 0.913959 0.912405 0.919290 0.852659 0.965265 

FPR 0.100835 0.102390 0.095505 0.162136 0.049529 

FNR 0.302506 0.307170 0.286515 0.486408 0.148588 

 

 

In Table 4, the testing metrics for different machine learning models with a learning rate of 2 are shown. The 

models include CNN, Bi-LSTM, ANN, SVM, and Proposed. The accuracy of the models ranges from 0.882198 

for CNN to 0.964155 for Proposed. Bi-LSTM has the highest accuracy of 0.923176 among all the models. The 

precision of the models ranges from 0.749602 for CNN to 0.913515 for Proposed. Bi-LSTM has the highest 

precision of 0.831558 among all the models. The sensitivity and F-measure of the models are the same as their 

precision values. The specificity of the models ranges from 0.926397 for CNN to 0.981035 for Proposed. The 

proposed has the highest specificity among all the models. The Matthews correlation coefficient (MCC) of the 

models ranges from 0.661204 for CNN to 0.879755 for Proposed. Bi-LSTM has the highest MCC of 0.770480 

among all the models. The negative predictive value (NPV) of the models ranges from 0.926397 for CNN to 

0.981035 for Proposed. The false positive rate (FPR) of the models ranges from 0.033760 for Proposed to 0.088398 

for CNN, while the false negative rate (FNR) of the models ranges from 0.101280 for Proposed to 0.265193 for 

CNN. Overall, the Proposed model has the best performance in terms of accuracy, precision, specificity, MCC, 

NPV, FPR, and FNR among all the models. 

 

 Table 4: Testing Metrics-Learn Rate—2 

 

 CNN Bi-LSTM ANN SVM Proposed 

Accuracy 0.882198 0.923176 0.889195 0.902521 0.964155 

Precision 0.749602 0.831558 0.763595 0.790247 0.913515 

Sensitivity 0.749602 0.831558 0.763595 0.790247 0.913515 

Specificity 0.926397 0.953716 0.931061 0.939945 0.981035 

F-Measure 0.749602 0.831558 0.763595 0.790247 0.913515 

MCC 0.661204 0.770480 0.679861 0.715398 0.879755 

NPV 0.926397 0.953716 0.931061 0.715398 0.981035 

FPR 0.088398 0.061079 0.083733 0.074849 0.033760 

FNR 0.265193 0.183236 0.251200 0.224547 0.101280 
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   Figure 3: Graphical representation of performance metrics-Accuracy 

 

In Figure 3, accuracy is visually represented as a performance metric. It is a measure of the model's ability to 

correctly predict the outcome, expressed as a percentage. This graphical representation helps in evaluating the 

effectiveness of the model's predictions. 

 

 
 

   Figure 4: Graphical representation of performance metrics-F-Measure 

Figure 4 displays F-Measure as a performance metric. It is a measure of the model's precision and recall, where 

the higher the F-Measure, the better the model's ability to accurately predict the positive outcome. This graphical 

representation can help in determining the effectiveness of the model's predictions and in making improvements 

to the model. 

 

   Figure 5: Graphical representation of performance metrics-FNR 

Figure 5 represents FNR (False Negative Rate) as a performance metric. It measures the percentage of actual 

positive cases that the model predicted as negative. A lower FNR indicates better performance of the model in 

identifying positive cases. This graphical representation can help in evaluating and improving the model's 

performance in detecting positive cases.
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   Figure 6: Graphical representation of performance metrics-FPR 

Figure 6 shows FPR (False Positive Rate) as a performance metric. It measures the percentage of actual negative 

cases that the model predicted as positive. A lower FPR indicates better performance of the model in avoiding 

false positive predictions 

 

Figure 7: Graphical representation of performance metrics-MCC 

 

Figure 7 illustrates MCC (Matthews Correlation Coefficient) as a performance metric. It is a measure of the 

correlation between the predicted and actual values, ranging from -1 to 1, with higher values indicating better 

performance. MCC takes into account true positive, true negative, false positive, and false negative predictions, 

making it a more comprehensive metric than others. This graphical representation can help in evaluating and 

improving the overall performance of the model. 
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Figure 8: Graphical representation of performance metrics-NPV 

In Figure 8, NPV (Negative Predictive Value) is displayed as a performance metric. It measures the percentage of 

actual negative cases that the model correctly predicted as negative. A higher NPV indicates better performance of 

the model in correctly identifying negative cases. This graphical representation can help in evaluating and 

improving the model's performance in avoiding false negative predictions. NPV is particularly important in 

medical applications, where a false negative prediction can have severe consequences. 

 

 Figure 9: Graphical representation of performance metrics-Precision 

 

Figure 9 illustrates precision as a performance metric. It is a measure of the model's ability to correctly predict 

positive cases out of all the positive predictions. A higher precision indicates better performance of the model in 

avoiding false positive predictions. 
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  Figure 10: Graphical representation of performance metrics-Sensitivity 

In Figure 10, sensitivity is visually represented as a performance metric. It measures the percentage of actual 

positive cases that the model correctly predicted as positive 

 

 
 

 Figure 11: Graphical representation of performance metrics-Specificity 

Figure 11 displays specificity as a performance metric. It measures the percentage of actual negative cases that 

the model correctly predicted as negative. A higher specificity indicates better performance of the model in 

avoiding false positive predictions. 

 

3. Conclusion 

In conclusion, the proposed solution offers an innovative approach to enhancing security in urban areas by 

effectively analyzing video stream data with quick and accurate identification of criminal activity. The solution 

addresses the challenging task of monitoring a large volume of video data by pre-processing it with techniques 

such as Video-to-Frame Conversion, Resizing, and Normalization, followed by segmentation of the frames using 

an optimized Semantic Segmentation-Optimized FCN algorithm. Features were then extracted from the segmented 

regions using techniques such as SIFT and the proposed Improved Histogram of Oriented Gradients algorithm. 

The extracted features are refined using the new improved Relief Algorithm for feature selection, which results in 

a reduced number of features with improved accuracy. The hybrid machine learning approach, which combines the 

transformer model, SVM, and ANN, was expected to provide improved accuracy in crime anomaly detection. The 

implementation of the proposed solution using the Python programming language can potentially facilitate its 

adoption by law enforcement agencies for practical crime prevention and detection. Overall, the proposed 

solution offers a promising approach to improving security and reducing crime rates in urban areas. 
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