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Abstract 

In the postmodern era, ensuring trust in electronic transactions is fundamental, 

especially for notarization and document verification. Traditional notarization 

systems rely on centralized authorities and are susceptible to forgery, data leaks, 

and unauthorized manipulations. This paper proposes a blockchain-based 

notarization system incorporating electronic identity (eID) cards to facilitate 

secure, immutable, and irrevocable record authentication. The eID card serves 

as an advanced verification tool, allowing users to securely sign and notarize 

documents with cryptographic verification. The notarization process involves 

hashing the document, storing the hash on a decentralized blockchain ledger, 

and linking it to the user's eID-based digital signature. Any change to the 

document renders the notarization invalid, preventing fraud and unauthorized 

alterations. A decentralized verification mechanism enables authorized entities, 

such as government agencies, banks, and legal institutions, to verify notarized 

documents without relying on a single central authority. The system integrates 

Inter Planetary File System (IPFS) or similar secure storage solutions to store 

document copies off-chain, leaving only cryptographic proofs on the blockchain 

to balance security and efficiency. This blockchain-based notarization system 

provides enhanced security, transparency, and reduced operational costs 

compared to traditional approaches. It eliminates intermediaries, reduces 

processing time, and provides irrefutable proof of authenticity. The system is 

applicable to various use cases, including legal contracts, property deeds, and 

educational certificates, ensuring tamper-proof notarization. 
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I Introduction 

The traditional process of notarizing documents often involves considerable time, effort, and resources, as 

individuals must physically visit notary offices for authentication and verification. However, with the advent 

of blockchain technology and the widespread adoption of National electronic ID (eID) cards, there is an 

opportunity to transform the notarization process, making it more efficient, secure, and accessible.  

Notarization is a fundamental element of most legal, fiscal, and regulatory policies. It achieves this by 

verifying the identities of the involved parties and ensuring that they have signed the document willingly and 

in person. Despite its importance, traditional notarization methods are often inefficient, requiring in-person 

visits, long waiting times, and cumbersome administrative procedures. These inefficiencies lead to higher 

costs, delays, and increased risks of human error. 

Moreover, traditional notarization systems are centralized, relying on trusted intermediaries such as notaries 

and administrative bodies. Centralization introduces vulnerabilities, including single points of failure, 

susceptibility to fraud or alteration, and limited accessibility for individuals in remote areas. The reliance on 

physical documentation further complicates the process, with records easily lost, damaged, or forged. These 

limitations highlight the need for a more secure, efficient, and user-friendly solution. Advances in digital 
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technology offer a promising pathway to address these challenges. Blockchain technology provides an open, 

immutable ledger capable of securely recording notarization events. Unlike conventional databases, data 

entered into the blockchain becomes immutable and cannot be modified or removed unless there is unanimous 

agreement among the network participants. This permanence is particularly desirable in notarization, given 

the need to safeguard the integrity of documents over time. Additionally, the widespread adoption of National 

eID cards, equipped with advanced cryptographic features, enables secure digital identity verification. This 

eliminates the need for physical presence during notarization, enhancing convenience and accessibility. 

Combining blockchain with eID technology creates a secure and autonomous digital notarization process that 

ensures trustworthiness, reduces costs, and improves overall efficiency. In this context, we introduce the 

Blockchain-Based Autonomous Notarization System (BANS), a new system that combines blockchain 

technology and National eID cards. BANS simplifies the notarization process by allowing users to upload 

documents, verify their identities, and notarize documents independently without physical interaction with a 

notary. BANS eliminates the inefficiencies and risks associated with traditional approaches by automating key 

steps in the notarization workflow. 

BANS represents a significant step forward in modernizing the notarization process in the digital age. Its 

decentralized architecture ensures that notarized documents remain tamper-proof and publicly verifiable, 

enhancing trust and transparency. Additionally, eID cards streamline identity verification, making the process 

faster and more secure for users. We will explore the design, implementation, and benefits of BANS. Key 

features include the use of smart contracts for automation, the role of blockchain in ensuring data integrity, 

and the potential applications of BANS across various industries. We will also discuss the broader implications 

of integrating blockchain technology and eID cards into notarization services, including enhanced 

accessibility, reduced operational costs, and improved user experience. 

Overall, BANS promises to transform the landscape of notarization by offering a more accessible, secure, and 

efficient alternative to traditional notary services. As digitalization continues to shape all aspects of our lives, 

platforms like BANS have the potential to ensure document validity and authenticity in an increasingly digital 

world. 

 

A Literature Survey 

 

2.0  Blockchain Technology in Notarization 

Existing literature discusses the potential of blockchain technology in revolutionizing notarization processes 

by providing tamper-proof and transparent records of document transactions. Research by Swan et al. (2015) 

highlights the advantages of using blockchain for notary services, including enhanced security, efficiency, and 

accessibility. 

 

2.1 National eID Cards and Digital Identity 

Studies on the role of National eID cards in digital identity management emphasize their importance in 

enabling secure and convenient authentication for various online services. Research by Daghie and Koricic 

(2019) explores the benefits of eID cards in establishing trusted digital identities and facilitating electronic 

transactions. 

 

2.2 Decentralized Identity Management 

Literature on decentralized identity management systems discusses the potential of blockchain-based solutions 

to empower individuals with control over their digital identities. Research by Hardjono et al. (2018) explores 

decentralized identity frameworks and their implications for privacy, security, and interoperability. 

 

2.3 Smart Contracts for Notarization 

Smart contracts, programmable code executed on blockchain networks, offer automation and transparency in 

notarization processes. Studies by Buterin (2014) and Szabo (1997) present the concept of smart contracts and 

their applications in automating contractual agreements, including notarization tasks. 
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2.4 Legal Implications of Blockchain Notarization 

Legal scholars have examined the legal implications of using blockchain technology for notarization and 

document authentication. Research by De Filippi and Wright (2018) discusses the legal validity of blockchain-

based notarization and its recognition in different jurisdictions. 

 

2.5 Privacy and Security Concerns 

Concerns about privacy and security in blockchain-based notarization systems have been raised in the 

literature. Studies by Kshetri (2018) and Swan et al. (2019) discuss privacy risks, data protection measures, 

and security considerations associated with blockchain technology in various applications, including 

notarization. 

 

2.6 Adoption Challenges and Opportunities 

Literature also addresses the challenges and opportunities in the adoption of blockchain-based notarization 

systems. Research by Tasca et al. (2018) highlights regulatory hurdles, technological barriers, and 

interoperability issues while exploring the potential benefits of blockchain technology in enhancing trust and 

transparency in notary services.  Overall, the existing literature provides valuable insights into the potential of 

blockchain technology and National eID cards in transforming notarization processes. By leveraging 

blockchain's security and transparency features and eID cards' authentication capabilities, the proposed 

Blockchain-Based Autonomous Notarization System (BANS) offers a promising solution for secure and 

efficient document authentication in the digital age. 

 

II. Meterial and Methods   

In the existing notarization system, individuals seeking authentication and verification of documents typically 

rely on traditional notary public services, which involve physical presence and manual verification processes. 

These traditional methods often result in time-consuming procedures, requiring individuals to schedule 

appointments, visit notary offices, and present physical copies of documents for authentication. Moreover, the 

reliance on paper-based documentation and manual verification processes can introduce vulnerabilities, such 

as human error, document tampering, and fraud. Additionally, the lack of interoperability and standardization 

across different jurisdictions can further complicate the notarization process, especially for cross-border 

transactions. Overall, the existing notarization system faces challenges related to accessibility, efficiency, and 

security, highlighting the need for a modernized approach to document authentication. 

 

A  Disadvantages of Existing System 

1. Physical Presence Requirement: Traditional notarization processes often necessitate the physical 

presence of individuals at notary public offices, leading to inconvenience and time constraints for 

users who may need to travel long distances or take time off work to access notary services. 

2. Manual Verification Processes: The reliance on manual verification procedures in traditional 

notarization introduces the risk of human error, document tampering, and fraud. This can undermine 

the reliability and credibility of notarized documents. 

3. Centralized Architecture: Traditional notarization systems are centralized, making them vulnerable 

to single points of failure, data breaches, and unauthorized alterations. 

4. High Costs and Delays: The inefficiencies in traditional notarization processes result in higher costs 

and longer processing times, particularly for businesses and institutions that frequently require 

document notarization. 

 

B Proposed System 

The proposed Blockchain-Based Autonomous Notarization System (BANS) aims to overcome the limitations 

of the existing notarization system by leveraging blockchain technology and National eID cards to create a 

secure, efficient, and accessible platform for document authentication. In BANS, users can initiate the 

notarization process remotely through a secure web interface, eliminating the need for physical presence at 

notary public offices. 
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Upon submission of a document for notarization, BANS utilizes the digital signatures and biometric 

authentication features of National eID cards to verify the identity of the user, ensuring compliance with legal 

requirements for notarization. Once authenticated, the document is encrypted, timestamped, and assigned a 

unique hash, which is recorded on a decentralized blockchain ledger. This process ensures the immutability 

and tamper-proof nature of notarized documents, enhancing trust and reliability in the authentication process. 

Additionally, BANS offers transparency and accessibility by providing users with real-time access to their 

notarization records on the blockchain. Users can independently verify the authenticity and integrity of their 

notarized documents, enhancing confidence in the system. 

 

Advantages of Proposed System 

1. Accessibility: BANS allows users to initiate the notarization process remotely through a secure web 

interface, eliminating the need for physical presence at notary public offices. This enhances 

accessibility for individuals who may face challenges in accessing traditional notary services due to 

geographical constraints or mobility issues. 

2. Efficiency: By leveraging automation and digitization, BANS streamlines the notarization process, 

reducing the time and effort required for document authentication. Users can submit documents for 

notarization quickly and receive digitally signed notarization certificates promptly, accelerating 

transaction processing times. 

3. Security: BANS ensures the integrity and authenticity of notarized documents by recording document 

hashes on a decentralized blockchain ledger. The immutability of blockchain technology prevents 

unauthorized alterations and tampering, enhancing the security of notarized documents. 

4. Cost-Effectiveness: By eliminating intermediaries and automating key steps in the notarization 

process, BANS reduces operational costs for users and institutions, making notarization services more 

affordable and accessible. 

5. Transparency: BANS provides users with real-time access to their notarization records on the 

blockchain, enabling independent verification of document authenticity and integrity. This 

transparency enhances trust and accountability in the notarization process. 

 

IV. Methods 

 

A Proposed Algorithms 

The Blockchain-Based Autonomous Notarization System (BANS) utilizes a secure, decentralized, and 

efficient notarization process based on blockchain technology and National eID cards. The proposed algorithm 

includes the following steps: 

1. User Authentication: 

o The user logs into the BANS platform through a secure web interface. 

o The system authenticates the user's identity based on the cryptographic properties and 

biometric authentication of the National eID card. 

2. Document Submission & Hash Generation: 

o The user submits the document to be notarized. 

o A cryptographic hash (SHA-256) of the document is created to produce a unique digital 

fingerprint. 

3. Document Encryption & Storage: 

o The document is encrypted with AES encryption and securely stored on an IPFS 

(InterPlanetary File System) or a distributed cloud storage network. 

o The encrypted document link is logged for retrieval as needed. 

4. Blockchain Notarization: 

o The hash, timestamp, and user's verified digital signature are logged on a decentralized 

blockchain ledger through a smart contract. 

o This makes the notarized document permanent and tamper-proof. 

5. Verification & Access Control: 



K.Bhavya Deepika et al. Digital Trust Redefined: Blockchain.......                     42 

 

o Users and authorized entities (e.g., government organizations, law agencies) can validate the 

document's authenticity through its blockchain-stored hash. 

o Access control policies prevent unauthorized users from accessing the original document. 

 

B  Blockchain-Based Autonomous Notarization System (BANS) 

The Blockchain based autonomous notarization system algorithm  leverages blockchain technology to create 

a secure, decentralized, and efficient notarization process. Below is a high-level algorithmic outline of how 

such a system could operate: 

 

Algorithm for Blockchain-Based Autonomous Notarization System (BANS) 

Inputs: 

1. Document (D): The file or data to be notarized. 

2. User (U): The entity requesting notarization. 

3. Timestamp (T): The current time of the notarization request. 

4. Blockchain Network (B): A decentralized blockchain network (e.g., Ethereum, Hyperledger, or a 

custom blockchain). 

Outputs: 

1. Notarization Certificate (NC): A digital certificate proving the notarization. 

2. Transaction Hash (H): A unique identifier for the notarization transaction on the blockchain. 

Steps: 

1. Document Hashing: 

o Generate a cryptographic hash of the document DD using a secure hashing algorithm (e.g., 

SHA-256). 

HD=SHA-256(D)HD=SHA-256(D) 

o This ensures the document's integrity and prevents tampering. 

2. User Authentication: 

o Authenticate the user UU using a decentralized identity (DID) system or public-private key 

pair. 

o Verify the user's credentials and ensure they have the right to request notarization. 

3. Timestamp Generation: 

o Record the current timestamp TT to establish the exact time of notarization. 

4. Create Notarization Record: 

o Combine the document hash HDHD, user identity UU, and timestamp TT into a notarization 

record RR: 

R=(HD,U,T)R=(HD,U,T) 

5. Submit to Blockchain: 

o Submit the notarization record RR to the blockchain network BB as a transaction. 

o Use a smart contract to validate and process the transaction. 

6. Smart Contract Execution: 

o Deploy a smart contract on the blockchain to handle notarization requests. 

o The smart contract: 

▪ Validates the transaction. 

▪ Stores the notarization record RR in the blockchain. 

▪ Generates a unique transaction hash HH for the notarization. 

7. Blockchain Confirmation: 

o Wait for the transaction to be confirmed by the blockchain network (e.g., through consensus 

mechanisms like Proof of Work or Proof of Stake). 

o Once confirmed, the notarization is immutable and tamper-proof. 

8. Generate Notarization Certificate: 

o Create a digital notarization certificate NCNC containing: 

▪ The transaction hash HH. 
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▪ The document hash HDHD. 

▪ The timestamp TT. 

▪ The user identity UU. 

o Optionally, sign the certificate with the blockchain's private key for additional authenticity. 

9. Return Results to User: 

o Provide the user UU with: 

▪ The notarization certificate NCNC. 

▪ The transaction hash HH for future verification. 

10. Verification Process: 

o To verify the notarization: 

▪ Retrieve the transaction HH from the blockchain. 

▪ Compare the stored document hash HDHD with the hash of the document being 

verified. 

▪ Ensure the timestamp TT and user identity UU match the original record. 

 

Key Features: 

1. Decentralization: Eliminates the need for a central authority, reducing the risk of single-point 

failures. 

2. Immutability: Once recorded on the blockchain, the notarization record cannot be altered. 

3. Transparency: All transactions are publicly verifiable on the blockchain. 

4. Efficiency: Automated smart contracts streamline the notarization process. 

5. Security: Cryptographic hashing and blockchain consensus mechanisms ensure data integrity and 

authenticity. 

 

This algorithm provides a robust framework for implementing a Blockchain-Based Autonomous Notarization 

System (BANS). The specific implementation details (e.g., choice of blockchain, consensus mechanism, and 

smart contract logic) can vary based on the use case and requirements 

This algorithm eliminates intermediaries, strengthens security, enables remote notarization, and ensures legal 

compliance, efficiency, and cost-effectiveness. Future enhancements may include zero-knowledge proofs for 

privacy-preserving authentication and AI-powered fraud detection algorithms. 

 

V Results and Discussion 

 

Smart Contract Deployment 

 

The BANS system uses smart contracts written in Solidity to manage notarization processes. The smart 

contract is deployed on the Ethereum blockchain, and users interact with it through a Python-based interface. 

The contract includes functions for registering, deleting, and viewing notary records. 

Increasing communication technology migrating all government services to E-government where applicants 

can register for all types of government services online and one such service is Notary service which provide 

authentication to documents. 

All existing notary applications were using single centralized server for storage which can be easily 

manipulated by server administration by taking bribes. Server manipulation can be done in alteration of notary 

and there is no direct way for the user to know about such alteration. Sometime hackers can hack and change 

server data.To overcome from above issue  we are employing Blockchain technology to manage Notary 

services which will  authenticate only notary document and not it’s content. Blockchain has inbuilt support for 

data encryption and verification which will store each record as block/transaction and associate each block 

with unique hash code. While storing new blocks it will verify hash code of all previous blocks and if data not 

tamper then it will result into same hash code and verification get successful, if data alter then result into 

different hash code and verification get failed. 
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So above process of Blockchain can make notary services tamper proof and all notary services will be managed 

by SMART CONTRACTS which will contains function to Register Notary  hash on fixed date, delete or view 

notary key. Smart contract will be designed using SOLIDITY programming and for notary management we 

have designed following contract.  

 
Fig 1.0  Smart Contract Code Display : Notary Contract on Ethereum 

 
Fig 2 : Ethereum Contract Deployment Screen : Notary Contract Migration 
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Fig 3. Notary Contract Deployment and Python Integration for Ethereum 

 

The proposed BANS system demonstrates superior performance in notarization and document verification 

compared to traditional methods. The integration of blockchain technology and eID cards ensures tamper-

proof records, enhanced security, and real-time adaptability, making it an ideal solution for modern 

notarization services. 

 

VI Conclusion 

The Blockchain-Based Autonomous Notarization System (BANS) represents a significant advancement in 

document authentication and notarization. By leveraging blockchain technology and National eID cards, 

BANS provides a secure, efficient, and accessible platform for notarization services. Future work will focus 

on enhancing the system's learning capabilities, optimizing computational efficiency, and integrating advanced 

features such as zero-knowledge proofs and AI-powered fraud detection. Furthermore, BANS provides real-

time access to notarization records, enabling clients and approved substances to verify record authenticity at 

any time. The system also facilitates cross-border report verification, ensuring compliance with global 

standards and making it affordable for global transactions.  BANS presents a user-friendly, flexible, and legally 

compliant notarization system that serves present-day demands. By combining blockchain and eID 

innovations, it provides a trustworthy, efficient, and inexpensive alternative to traditional public accountant 

systems, paving the way for a digital-first future of safe and secure notarization services. 
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