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ABSTRACT: 

In today’s urban environments, ensuring public safety has become a 

growing priority. However, traditional surveillance systems dependent on 

continuous human monitoring often struggle with delayed threat 

recognition and response. This paper presents a real-time, dual-mode 

surveillance system that integrates deep learning-based visual analysis 

with automated alert generation to enhance situational awareness in public 

and private security domains. The proposed system leverages a 

lightweight CNN (Convolutional Neural Network) trained to detect high-

priority criminal offenses, namely harassment, theft, and burglary, from 

both live camera feeds and uploaded video fragments. A calibrated 

decision logic module filters out low-confidence predictions, significantly 

reducing false positives while maintaining high recall. To support real-

world deployment, the technique integrates an alerting mechanism 

comprising real-time alarms, email notifications with frame evidence, and 

a live web dashboard for visual analytics. The lightweight design is 

containerized and optimized for edge deployment on devices such as the 

NVIDIA Jetson Nano, or mid-tier GPUs are suitable for deployment. 

Empirical evaluation on a composite dataset combining UCF-Crime, 

HarX, Shoplift-23, and proprietary CCTV clips demonstrates a 

classification accuracy of 92.4% and an F1-score of 89.9%, outperforming 

baseline models including YOLOv5 + DeepSORT. Designed with 

modularity, scalability, and ethical AI considerations, this research 

bridges the gap between theoretical computer vision models and practical, 

real-time crime detection solutions for smart surveillance environments. 
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I. INTRODUCTION 

The rise of smart-city infrastructure has increased reliance on automated surveillance systems to enhance 

public safety. Traditional CCTV setups, though widespread, require continuous human supervision, a 

task that is both resource-intensive and prone to human error. As the number of video feeds grows, the 

likelihood of delayed or missed responses increases, reducing the overall effectiveness of surveillance 

operations [1]. 

In response, artificial intelligence (AI) and deep learning (DL) have emerged as promising tools for 

detecting crimes directly from video streams. Recent advancements in computer vision have enabled the 

recognition of specific criminal acts such as assault or weapon display, with impressive accuracy [2], [3]. 

However, current solutions often fall short in real-world deployments due to three persistent issues. 
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Initially, many techniques were designed for narrow use cases, focusing on a single type of crime rather 

than addressing the diverse range of incidents encountered in practical settings. This limits 

generalizability and forces institutions to maintain multiple specialised models [4]. Second, even high-

performing object detectors such as YOLOv5 or Faster-RCNN can produce excessive false positives 

when operating on degraded video, such as low-resolution or poorly lit footage commonly found in 

legacy CCTV networks [5]. Third, most research stops at model inference and does not integrate 

actionable components like real-time alerts or operator feedback loops, which are critical for operational 

use [6]. 

To address these challenges, this research presents a real-time surveillance system built with a 

lightweight CNN (Convolutional Neural Network) capable of recognising three high-priority offence 

classes: harassment, theft, and burglary. The proposed technique supports dual input modes, video 

uploads, and continuous live streams, making it adaptable for both retrospective and real-time 

monitoring. Inference results are filtered through a confidence-based decision module (δ ≥ 0.90) to 

reduce false positives, and confirmed detections trigger automated alerts, email alerts, and dashboard 

visualisations. All events are logged into a MongoDB database, supporting forensic review and system 

retraining. 

Evaluated on 5,000 test frames, the proposed technique achieves 92.4% accuracy and an F1-score of 

89.9%, outperforming YOLO/DeepSORT and ensemble-based alternatives by 6–12 percentage points. 

It also meets practical latency requirements, delivering alerts in under three seconds—a crucial factor 

for real-time security operations [7], [8]. Ablation studies further demonstrate the effectiveness of data 

augmentation and confidence gating in reducing false positives and improving detection reliability. 

The other sections of this paper are organized as follows: Related work in Section II. The system 

architecture is in Section III. The dataset, model, and implementation are in Section IV. Results and 

comparative analysis in Section V. Deployment challenges and future directions in Section VI. 

Conclusion of the study in Section VII. 

 

II. RELATED WORK 

Early computer vision approaches for crime detection relied heavily on manual spatiotemporal features, 

which often failed under varying camera angles and poor illumination. The release of large-scale datasets 

like UCF-Crime [1] significantly advanced the field by enabling the training of deep learning (DL) 

models such as CNN-LSTM architectures. However, these models struggled with high latency and 

limited generalization in low-light conditions. 

To overcome the limitations of holistic scene analysis, object-centric methods emerged. YOLOv5 paired 

with DeepSORT tracking demonstrated improved localization and tracking for indoor robbery scenarios 

but suffered from elevated false positives when dealing with motion blur and occlusion [2]. More recent 

efforts employed ensemble models combining YOLO, Faster-RCNN, and RetinaNet, achieving higher 

precision (above 88%) for theft and shoplifting detection. However, these approaches often incur 

substantial computational overhead, limiting their deployability on edge hardware [3], [4]. 

Beyond visual recognition accuracy, the integration of real-time alerting mechanisms is increasingly 

vital for effective deployment. Systems that utilize edge–cloud hierarchies allow local handling of high-

confidence detections and asynchronous cloud review of ambiguous cases, ensuring sub-three-second 

response times [5]. Complementary dashboards that visualize detection timelines and incident heatmaps 

enhance operator trust and situational awareness [6]. 

The robustness of such systems in degraded environments remains a critical challenge. Many public 

crime datasets disproportionately represent clear, well-lit footage, whereas real-world CCTV often 

suffers from compression artefacts and poor resolution. Augmentation techniques such as Gaussian 

noise injection, adaptive resizing, and small-angle rotations have been shown to improve model 

generalization under these conditions [7]. 

Additionally, ethical and practical deployment concerns must be addressed. Edge-deployable, single-

backbone CNNs offer a trade-off between accuracy and computational efficiency, achieving real-time 

performance without the complexity of ensemble models [10]. Tools like HarX [8] have shown promise 

in harassment detection with minimal latency, while privacy-preserving design strategies, such as local 

inference and selective event logging, help systems comply with data protection laws [9]. 

In summary, while substantial progress has been made in automated crime detection, limitations persist 

in false-positive control, multi-offense classification, and integrated alerting. This paper contributes a 
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streamlined CNN-based model that unifies real-time inference, operator dashboards, and alert dispatch 

in a deployable package suitable for live security operations. 

 

III. SYSTEM ARCHITECTURE 

The proposed system is built as an end-to-end surveillance model designed to detect harassment, theft, 

and burglary through both real-time CCTV streams and uploaded video files. It combines a lightweight 

CNN (Convolutional Neural Network ) with a Flask-based interface, MongoDB for incident logging, 

and real-time alert mechanisms. Figure 1 illustrates the complete system, from video acquisition to 

operator notification. 

 

 
Figure 1: End-to-End System Architecture 

 

A. Video Ingestion Modes 

The system accepts input through two parallel modes: 

1. Upload mode—used for analysing short video fragments submitted via a web interface. 

2. Live-stream mode—used for continuous surveillance via CCTV or IP camera feeds (e.g., RTSP). 

In both cases, frames are sampled every five seconds to balance responsiveness with processing 

efficiency. This sampling rate ensures timely detection without overwhelming the inference engine. 

 

B. Pre-processing system 

Each captured frame is resized to 224×224 pixels and normalized to fit the expected input range of the 

CNN. To increase robustness against varying lighting and camera angles, the system applies real-time 

data augmentation, including random flips, minor rotations, and Gaussian noise injection. These 

techniques help the model generalize better to degraded or low-quality footage, which is common in 

practical deployments [7]. 

 

C. CNN-Based Offense Detection 

The core detection engine is a compact CNN consisting of three convolutional blocks with 32, 64, and 

128 filters, followed by max-pooling layers, batch normalization, and a fully connected layer with 512 

units and dropout (rate = 0.5). The final softmax layer outputs probability scores for the three offense 

categories. This single-backbone architecture offers a strong trade-off between accuracy and real-time 

performance, particularly for edge environments [10]. 

 

D. Decision Logic 

To reduce false positives and prioritize actionable alerts, the system uses a dual-threshold strategy: 

● δ ≥ 0.90: Triggers an incident alert 

● 0.70 ≤ δ < 0.90: Queued for operator review 

● δ < 0.70: Discarded as background 

These thresholds were optimized through validation experiments to ensure reliable detections while 

avoiding alarm overloading [9]. 

 

E. Real-Time Alerts and Logging 

Upon detecting a high-confidence event, the system automatically: 

● Activates a local alert using GPIO 

● Sends an email with the detected frame, timestamp, and offense label 

● Logs incident data (class, time, confidence score) into a MongoDB database for audit and 

analysis 
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This multi-channel alert mechanism ensures that both on-site personnel and remote operators are notified 

promptly. 

 

F. Operator Dashboard 

The web dashboard presents real-time visual analytics, including: 

● Detection confidence timeline 

● Offense frequency bar chart 

● Offense type distribution pie chart 

● Chronological alert logs 

These visuals update every few seconds, allowing staff to monitor activity trends at a glance without 

actively watching video streams [6]. 

 

IV. METHODOLOGY 

 

This section outlines the dataset composition, pre-processing, CNN architecture, training setup, and 

decision logic that power the offense detection system. 

 

A. Dataset Preparation 

To enable multi-class offense detection, the team curated a balanced dataset covering three categories: 

harassment, theft, and burglary. Footage was compiled from publicly available datasets such as UCF-

Crime, Shoplift-23, and HarX, along with proprietary CCTV footage captured in low-light and indoor 

environments. In total, the dataset includes approximately 18,200 annotated frames and 1,200 five-

second video clips, split in an 80:10:10 ratio for training, validation, and testing, respectively. This 

diversity ensures that the model is exposed to various lighting conditions, camera angles, and motion 

scenarios. 

 

B. Pre-processing Strategy 

Each frame is resized to 224×224 pixels and normalized across RGB channels. To improve 

generalization and simulate real-world noise, the process of applying on-the-fly data augmentation 

during training, including: 

● Horizontal flipping 

● Rotation (±15 degrees) 

● Gaussian noise injection (σ = 0.03) 

This pre-processing method helps the model learn robust features, particularly under challenging visual 

conditions like occlusion and blur, which are common in real CCTV footage. 

 

C. CNN Architecture 

The classifier is a lightweight Convolutional Neural Network structured for fast and reliable 

performance on edge devices. The architecture consists of: 

● Three convolutional blocks with 32, 64, and 128 filters (kernel size: 3×3) 

● Max-pooling and Batch Normalization after each block 

● A fully connected layer with 512 units and dropout (p = 0.5) 

● A final softmax layer with three output nodes (harassment, theft, burglary) 

This configuration offers a good trade-off between model size and performance, avoiding the overhead 

of ensemble models while maintaining high accuracy. 
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Figure 2: CNN Architecture for Offense Classification 

 

D. Training Protocol 

The Adam optimizer is used to train the model, with the following parameters: 

● Learning rate: 1e−3 (decayed using cosine annealing) 

● Batch size: 32 

● Loss function: Categorical cross-entropy 

● Epochs: 40 (early stopping if no improvement in 6 epochs) 

Training is conducted using mixed-precision (FP16) on an NVIDIA GPU, significantly reducing 

memory consumption and training time. 

 

E. Confidence-Gated Decision Logic 

Once the model produces a prediction, the softmax confidence score is used to decide the next action: 

● δ ≥ 0.90 → Immediate alert (audio-visual alert and email) 

● 0.70 ≤ δ < 0.90 → Queued for review (watchlist) 

● δ < 0.70 → Discarded or logged silently 

These thresholds were selected based on validation results to reduce false alarms while maintaining 

recall. 

 

F. Integration with Alerts and Logging 

Confirmed offenses trigger a multi-channel alert system: 

● On-site alert via GPIO interface 

● Email to security personnel with timestamp and detected frame 

● Log entry in MongoDB with event details (class, time, location, confidence score) 

All events are recorded for later review, retraining, or audit purposes. 

 

 
Figure 3: Post-classification decision and alerting system 

 

G. Real-Time Visualization 

The Flask-based operator dashboard provides real-time insights via auto-refreshing charts: 

● Confidence vs time (scatter plot) 

● Offense frequency (bar chart) 

● Class distribution (pie chart) 

● Timeline of alerts 

These visualizations help operators monitor system performance and detect activity trends without 

watching video feeds continuously. 

 

 
Figure 4: Scatter plot showing model confidence scores for detected crime types 
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Figure 5: Frequency distribution of detected crime types during evaluation 

 

V. RESULTS AND DISCUSSION 

The current section presents the performance evaluation of the proposed CNN-based offense detection 

system, comparing it with existing baselines and analysing key factors influencing accuracy, latency, 

and alert reliability. 

 

A. Evaluation Metrics and Setup 

The model was tested on a hold-out set of 5,000 frames balanced across three classes, and evaluated the 

following metrics: 

● Accuracy 

● Precision 

● Recall 

● F1-score 

● Average alert latency (upload and live-stream modes) 

● False positive rate 

All tests were run on a mid-range GPU (NVIDIA RTX A4000), with MongoDB and Flask server 

modules running on local compute. 

 

B. Comparative Performance 

 

Model Accuracy 

(%) 

Precision 

(%) 

Recall 

(%) 

F1-score 

(%) 

Alert Latency 

(s) 

Proposed CNN 92.4 90.1 89.7 89.9 1.7 (upload), 2.9 

(live) 

YOLOv5 + DeepSORT 

[2] 

75.8 79 74.3 76.5 4.6 

YOLO/Faster-RCNN 

Ensemble [3] 

88.8 88.8 78.4 83 5.1 

Table 1: Performance metrics comparison 

 

 



1295                                                              Metall. Mater. Eng. Vol 31 (5) 2025 p. 1289-1299 

 

 

 

 
Figure 6: Comparative F1-Scores across Models 

 

As shown above, the proposed model outperformed the YOLO-based systems by 6–13 percentage points 

in F1-score, with significantly lower inference latency and GPU usage. This confirms its suitability for 

real-time use on modest hardware. 

 

C. Latency and Deployment Efficiency 

The system’s average alert time was 1.7 seconds for upload mode and 2.9 seconds for live streaming, 

well within the 3-second threshold recommended for real-time operator response [5]. Moreover, the 

single CNN backbone consumed 30–40% less memory than ensemble models, making it deployable on 

edge devices. 

 

D. False Positives and Thresholds 

With a confidence threshold of δ ≥ 0.90, the false-positive rate dropped to just 3.4%, minimizing 

unnecessary operator interruptions. Lowering the threshold to 0.80 increased recall slightly but doubled 

the false positives, indicating the 0.90 threshold was optimal for real-world use. 

 

E. Ablation Study 

This research conducted an ablation analysis to measure the impact of each component: 

● Without data augmentation → F1 dropped to 85.4% 

● Removing batch normalization → Accuracy fell by 1.6% 

● Disabling confidence filtering → False positives rose to 7.8% 

These findings emphasize the importance of pre-processing, architectural tuning, and decision 

calibration for stable performance. 

 

F. Qualitative Analysis 

Real-time dashboard visualizations helped operators identify detection trends and respond without 

constant feed monitoring. In pilot deployments, security personnel confirmed that the email alerts and 

dashboards reduced their reaction time and improved situational awareness. 

 

 
Figure 7: Crime class 

distribution in detected 

events 

 
Figure 8: Example of an automated email alert with frame snapshot 

and threat label 

 

VI. DEPLOYMENT CONSIDERATIONS AND FUTURE WORK 
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The effectiveness of an AI surveillance system depends not only on its model accuracy but also on its 

ability to operate in real-world environments, often constrained by hardware, privacy regulations, and 

operator expectations. This section discusses the practical aspects of deploying the proposed system, 

along with planned future enhancements. 

 

A. Edge Readiness and Resource Constraints 

The lightweight CNN model was intentionally designed to run efficiently on modest hardware. Inference 

tests on an NVIDIA Jetson AGX Orin (16 GB) showed smooth performance with 30–35 FPS and no 

frame drops. Compared to ensemble-based alternatives, the single-backbone architecture reduces GPU 

memory consumption by approximately one-third, which makes deployment suitable at edge locations 

such as retail stores, schools, and parking facilities. For ultra-low-power sites (e.g., solar-powered CCTV 

setups), quantizing the model to INT8 could reduce memory further, with minimal impact on detection 

accuracy. Such optimizations are essential for maximizing battery life and minimizing processing lag in 

remote deployments. 

 

B. Connectivity and Alert Infrastructure 

The system supports local execution for real-time detection and alerting, while transmitting only 

minimal metadata (e.g., timestamps, class labels, and low-res frame thumbnails) to remote operators. 

This architecture supports decentralized deployments in locations with limited or intermittent internet 

access and complies with real-time alerting standards observed in public safety applications [5]. 

Email alerts and dashboard interfaces were designed to operate in both LAN and cloud-based 

environments. MongoDB ensures all events are logged with timestamps, class labels, and system 

confidence for post-event auditing or model retraining. 

 

C. Privacy and Legal Compliance 

Compliance with regional privacy laws such as the GDPR and India’s DPDP Act was considered 

throughout the system design. Raw video frames are stored for a limited retention window (typically 72 

hours), after which only hashed identifiers and prediction metadata are retained. For sensitive 

deployments, facial blurring or anonymization layers can be added to outgoing email alerts to further 

protect individual identities [9]. 

Additionally, the system’s decision logic is deterministic and auditable, enabling security administrators 

to trace each alert back to its model output, timestamp, and input frame. 

 

D. Operator Feedback and Usability 

During early pilot deployments, operators noted that the real-time dashboard enhanced situational 

awareness. The combination of low false alarm rates and intuitive visual elements, such as bar charts 

and timelines, helped sustain engagement without causing alert overload. These findings underscore the 

value of human-centered design in practical AI surveillance applications [6]. 

 

E. Limitations and Future Enhancements 

While the current model performs well across three key offense categories, several limitations remain: 

● Limited class scope: The model currently supports only harassment, theft, and burglary. Future 

versions will expand to include weapon detection, vandalism, and crowd violence using a multi-

label classification approach. 

● Adverse video conditions: Performance under heavy occlusion, extreme motion blur, and poor 

lighting still poses challenges. Incorporating temporal models (e.g., ConvLSTM or Vision 

Transformers) and frame interpolation techniques could help. 

● Continual learning: The model does not currently adapt to real-time feedback or novel scenarios. 

Integrating federated learning methods or an active learning loop will enable the system to evolve 

based on operator feedback and new data. 

The future work is also to explore multi-modal surveillance by integrating audio cues (e.g., screams, 

glass breakage) alongside video streams. Early research suggests this could significantly improve 

detection recall for violent incidents and covert theft [3]. 

 

VII. CONCLUSION 
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This paper introduced a modular, real-time crime detection and alerting system that leverages a 

lightweight CNN (Convolutional Neural Network) to enhance the operational capabilities of modern 

surveillance systems. The proposed solution supports both real-time CCTV feeds and offline video 

uploads, enabling flexibility across diverse deployment environments including retail zones, offices, 

transit hubs, and public infrastructure. Designed with edge efficiency and scalability in mind, the system 

reliably detects three high-priority offense categories like harassment, theft, and burglary, while 

maintaining low false-alarm rates through a calibrated confidence threshold mechanism. Real-time alerts 

are dispatched via audio alerts, HTML-based email notifications with embedded frames, and a browser-

based dashboard that visualizes detection confidence and class distribution. All events are logged in a 

MongoDB backend, ensuring persistent traceability for audit and retraining. Empirical evaluations 

demonstrate that the model outperforms existing deep-learning baselines such as YOLOv5 + DeepSORT 

and ensemble-based detectors, achieving an F1-score of 89.9% on a composite dataset and maintaining 

responsiveness within the critical three-second latency window. The system also emphasizes ethical and 

interpretable AI design: it avoids persistent raw video storage, supports privacy compliance, and 

incorporates human-verifiable visual cues to aid operator decision-making. Its dual-mode architecture—

supporting both surveillance stream analysis and media upload inspection—ensures broad usability in 

both public safety and private security applications.  

 

VIII. FUTURE WORK: 

Future work will extend this foundation by incorporating multi-class and multi-modal detection (e.g., 

audio-visual fusion), integrating adaptive or federated learning mechanisms, and improving 

generalization in low-light, occluded, or anomalous scenes. These enhancements aim to evolve the 

system into a scalable, autonomous platform for intelligent surveillance aligned with real-world 

operational and ethical constraints. 
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