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Abstract:

The proliferation of fraudulent profiles on social media platforms poses
significant threats to user security, trust, and overall platform integrity.
This research proposes a machine learning-based framework for the
detection of fake social media profiles by leveraging a wide range of
features extracted from user content, behavioral patterns, and network
structures. A labeled dataset comprising genuine and fake profiles is
utilized to train and evaluate the system. In addition to detection, the
framework incorporates a reporting mechanism that allows users to flag
suspicious accounts, thereby supporting the proactive removal of
malicious entities. The system's performance is assessed using standard
classification metrics such as accuracy, precision, recall, and F1-score.
Furthermore, the effectiveness of the proposed model is validated through
deployment on a real-world social media environment to demonstrate its
practical utility in reducing the spread of fraudulent accounts and
enhancing user experience.
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1. Introduction:

Social media now plays a vital role in our daily routines, influencing how we communicate, share, and
stay connected. Platforms like Facebook, Instagram, and Twitter allow people to connect with friends,
share updates, and stay informed. While these platforms offer many benefits, they also come with certain
risks. One of the biggest concerns is the rise of fake profiles, which are often used to deceive people,
spread false information, or even steal someone's identity.

Fake social media profiles are accounts that pretend to be someone they are not. These profiles may be
operated by scammers, online bullies, or individuals with malicious intent. They might send harmful
links, ask for money, or post content that damages someone’s reputation. Unfortunately, many users are
unaware of how to identify or report such fake profiles, which makes the problem worse.

This project was developed to help solve that issue. It works by checking social media profiles for signs
that they might be fake such as missing details, unusual activity, or copied images. If a profile appears
suspicious, users are alerted and given the option to report it easily. This helps remove fake accounts
more quickly and keeps real users safe from harm.

By building a tool that can detect and report fake profiles, the project aims to make social media a safer
and more trustworthy space. It also encourages people to be more cautious online and teaches them how
to recognize suspicious behavior. This is a step toward stopping online fraud, protecting personal
information, and improving the digital experience for everyone.

Instagram is one of the most popular social media platforms, especially among younger users. However,
it is also a major target for fake profile creation due to its focus on photos, followers, and messaging.
Many fake Instagram accounts use stolen pictures, buy followers, or send spam messages to trick users.
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These fake profiles often pretend to be celebrities, brands, or even friends in order to gain trust. This
project gives special attention to identifying such suspicious accounts on Instagram and provides a
simple way for users to report them helping keep the platform safer and more genuine.

2. Literature Review:

""Fake Account Detection in Social Media Using Machine Learning Methods: Literature Review"
by Nalia Graciella Kerrysa and Ika Qutsiati Utami provides a comprehensive analysis of machine
learning algorithms employed to identify fake accounts on platforms like Twitter, Instagram, and
Facebook. The study emphasizes the challenges posed by the open nature of social media, which
facilitates the proliferation of fake accounts used for spamming and spreading misinformation.

""Fake Social Media Profile Detection and Reporting Using Blockchain Technology™ by Shreyash
Deshmukh et al. proposes a novel system that combines machine learning with blockchain technology
to detect and report fake profiles. By analysing user behaviour and content, the system ensures data
integrity and transparency through blockchain's immutable ledger, aiming to enhance user trust and
create a more secure online environment.

"Social Media Identity Deception Detection: A Survey™ by Ahmed Alharbi and colleagues
categorizes identity deception attacks into fake profiles, identity theft, and identity cloning. The paper
reviews existing detection techniques and highlights the primary research challenges in combating
identity deception on social media platforms.

""Detecting Fake Social Media Profiles Using the Majority Voting Approach’ by Dharmaraj R. Patil
et al. introduces an innovative method that integrates multiple machine learning algorithms, such as
Decision Trees, XGBoost, and Random Forest, to analyse user behaviour and profile attributes. The
ensemble of classifiers employs a majority voting mechanism, achieving high accuracy in distinguishing
between legitimate and fake profiles.

"Fake Profile Detection in Social Media Using Graph-Based Methods" by A. K. Singh and
colleagues presents a graph-based approach to detect fake profiles by examining the structural properties

of social networks. The study demonstrates that fake profiles often exhibit distinct patterns in their
connections, which can be utilized to enhance the precision of identifying fake accounts.

3. Methodology:

3.1 Architecture
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Fig.1: Architecture Diagram

3.2 Algorithm

Step 1: Data Collection: Gather user profile data from social media platforms (e.g., Instagram API).
Step 2: Data Preprocessing: Clean and format the data (e.g., remove missing values, normalize values).

Step 3: Feature Extraction: Identify key features like profile completeness, activity analysis, and
engagement rate to detect fake profiles.

Step 4: Fake Profile Detection:

e Use rule-based evaluation (e.g., missing profile picture, low engagement rate) to flag suspicious
profiles.

e Optionally, use a machine learning model to classify profiles as fake or real based on extracted
features.

Step 5: Alert and Report: Notify users about suspicious profiles and provide an easy way to report
them.

Step 6: Continuous Improvement: Monitor system performance, adjust detection thresholds, and
improve the model over time.

Step 7: User Education: Provide tips and guidelines on recognizing fake profiles and staying safe
online.

The system collects and cleans profile data, checks for signs like missing details or low engagement,
and uses rules or machine learning to detect fake accounts. Suspicious profiles are flagged, users are
notified, and a report option is provided. The system learns over time and educates users on online safety.

4. Results:

The project on fake social media profile detection and reporting using Python and machine learning
techniques produced effective results in identifying suspicious user accounts based on patterns in their
activity, profile data, and behaviour. By analysing features such as profile pictures, follower-to-
following ratios, posting frequency, and content similarity, the system was able to flag potentially fake
profiles with a high level of accuracy.

Check Username Check Username
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Figure 2:Login page Figure 3 : Providing User Name
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Figure 4:Fetching User Details

Check Username

Figure 6: Reporting Mechanism
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Figure 5:Details of Username

The findings showed that the model was effective in predicting various types of user accounts. By
entering an Instagram username, the system retrieves related data to determine the authenticity of the
profile. For instance, when the username "justin95912" was input, the system evaluated several
parameters and classified it as a fake profile.

5. Comparison Analysis:
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6. Conclusion:

The aim of this project is to enhance safety on social platforms by identifying and flagging deceptive
user profiles. Fraudulent accounts pose significant risks, including misinformation, financial scams, and
deceptive interactions. With the help of machine learning, the system allows users to verify the
legitimacy of social media accounts. By using this tool, social media can become a safer place for
everyone. In the future, this project can grow to protect users on more platforms and help stop online
crimes more quickly and effectively. As the popularity of social networks continues to rise, safeguarding
users from digital threats becomes increasingly essential. Beyond identifying fake accounts, the
initiative also aims to educate users on maintaining security online. With continued development and
proper backing, this project could contribute significantly to creating a safer and more reliable digital
environment.

7. Future Scope:

The system can be significantly enhanced to enable real-time detection of fake profiles, allowing
immediate identification and mitigation of scams, impersonations, and cybercrimes before they escalate.
It can also be expanded for cross-platform protection, enabling the detection of fraudulent accounts
across various social media platforms such as Facebook, Instagram, and Twitter, thereby ensuring
broader user safety. Future developments may include automated reporting of verified fake profiles to
platform moderators or law enforcement agencies, improving response time and operational efficiency.
Additionally, incorporating awareness and education tools like alerts, guidelines, or interactive tutorials
can empower users to recognize and avoid fake profiles, thus promoting digital literacy. Moreover,
integration with identity verification systems, such as phone or email verification and government ID
validation, can strengthen user authenticity and further reduce the risk of fake accounts.
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