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Abstract: Real-time threat detection in Internet of Things (1oT) networks
is addressed in this research using a unique hybrid method combining Ant
Colony Optimization (ACO) and Flamingo Search Algorithm (FSA). loT
ecosystems' natural resource limits and diversity call for optimization
strategies that may quickly identify hazards while reducing computing
overhead. Our FSA-ACO hybrid builds an adaptable, resource-efficient
detection framework by combining the global search powers of flamingo
search with the local optimization power of ant colony algorithms.
Experimental results show a 23% increase in detection accuracy and a 47%
decrease in false positives when compared to conventional machine
learning methods. With little computational cost, the proposed model
identifies zero-day attacks with 96.8% accuracy, making it fit for use in
resource-constrained loT contexts. These findings draw attention to the
possible use of bio-inspired hybridization to solve the developing security
issues in complex loT ecosystems.
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1. Introduction

These risks have been underlined as a direct result of the increasing number of Internet of Things (1oT)
devices, and they may be on a scale never before seen. This development has directly caused a notable
number of security issues to surface. Fundamentally, these challenges arise from the huge number of
devices running under severe resource limits concurrently managing sensitive data in various locations
remote from one another. The devices in question are also to blame for numerous other continuous
problems. These restrictions are also applied simultaneously with their announcement, which is when
they are defined. This is yet another unique quality. Conversely, for ecosystems connected to the Internet
of Things (loT), the traditional intrusion detection systems (IDS) designed for usual network
environments might sometimes be insufficient. IDS were designed to identify typical network
topologies; hence this is the situation. Apart from their incapacity to develop with the constantly shifting
nature of the dangers developing within the system, a notable amount of this may be assigned to the
enormous processing requirements of these systems. But there are other factors that might also bring
about this. Not only to provide robust security but also to help the specific characteristics of networks
connected to the Internet of Things (10T), therefore bridging the research gap that now exists, it is quite
important to develop innovative ideas.

Action is required to close the current gap. The most important thing to do right now is to close the
vacuum in research that has historically existed. The use of computer paradigms based on biological
systems has greatly helped in tackling difficult optimization issues throughout a wide range of many
sectors. Many more applications have shown this. Thus, evidence demonstrating this has been offered
as a consequence of these paradigms' use. Among others, two algorithms particularly stand out in their
ability to solve security-related issues, so it is important to emphasize. Thereafter, references will be to
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both the Flamingo Search Algorithm (FSA) and the Ant Colony Optimization (ACO) techniques.
Among the various algorithms that have been researched, these ones are among those that have been
analysed. Many algorithms have been examined. The feeding patterns of flamingos motivated the
research and development process all through the FSA evolution. Among its numerous advantages, the
FSA may search for resources all across the world and to adapt to conditions continually evolving. Many
elements help flamingos earn their good name. Their capacity to spot things in a wide spectrum of
settings is one of the elements. Ant Colony Optimization (ACO), as it is called, might enhance the
optimization of local search results and the finding of routes. Particularly, the behaviour of ant colonies
motivated the strategy, which ultimately created the technique based on the behaviour of ant colonies.

One approach that might enable one to get over the limitations linked with certain algorithms is
hybridization. Though every algorithm has its own particular set of benefits, this is the fact. Whether
hybridization is a strategy or not does not alter the fact; nor does it alter the reality that hybridization is
a strategy. This study aims to provide some information on the architecture of the hybrid FSA-ACO
system created particularly for the purpose of accomplishing such detection. Designed specifically to do
such detection, its design has been constructed suitably. The real-time identification of vulnerabilities
within networks linked to the Internet of Things is the major focus of this article. This work concerns
networks connected to the Internet of Things. Exploiting the possibilities available via the Federal
Security Agency's worldwide research seems to be the most effective course of action. This is done to
identify prospective threat trends across a wide spectrum of Internet of Things environments, hence
directing future action. Optimization of feature selection and fine-tuning of detection parameters are two
actions ACO does simultaneously to lower the incidence of false positives. Both of these activities seek
to reduce the number of false positives. Both of these activities are meant to reduce the frequency of
false positives.

This is done to provide more improvement so as to assist the detection and eradication of false
positives, which is the aim of the procedure. This hybridization solves the basic problems with the
security of the Internet of Things (IoT), which eventually helps to build a partnership that benefits all
parties involved. Every one of these difficulties has some relation to one another regarding the Internet
of Things. Many difficulties might be classified as appropriate for this category. Among these concerns
are the efficiency with which resources are employed, the capacity to react to continually changing
dangers, and the accuracy with which detection is performed in a range of different settings. Our study
results point to the following four key contributions: The findings of our investigation suggest the
following four important contributions: Based on the findings of our study, the following are the four
main contributions that have been made as a result: (1) a novel hybrid FSA-ACO algorithm optimized
for Internet of Things (10T) threat detection; (2) a lightweight implementation appropriate for resource-
constrained settings; (3) a distributed architecture enabling collaborative threat detection across
heterogeneous Internet of Things nodes; and (4) a thorough evaluation framework showing the efficacy
of the approach against contemporary attack vectors, including zero-day threats. Every one of these gifts
is exceptional in its own right, | would like to emphasize. You need to take note of this. Should it be
finished, the remainder of this work is organized as stated in the paragraphs immediately after this one:
Section 2 offers a literature review; among its components are the many strategies already in use in the
domains of bio-inspired threat detection. These methods constitute the literature study. These plans are
now being carried out concurrently at this same moment. The final section of this introduction will
discuss the strategy used throughout our research. All of the fourth part of the presentation will be taken
up with a careful study of the fundamental algorithms and mathematical foundations under discussion.
The hybrid structure we have shown in this research is found in Section 5 of this work. This section
outlines the framework.

This particular section is part of the content of this book. Compared to the parts that followed them,
the sixth and seventh sections provide a more comprehensive examination of the system's design and
the process, respectively. This is not like the portions that came after it. This is somewhat different from
the next sections shown. The eighth part of this article presents a thorough analysis of the experimental
design and the methods used to carry out the experiment. This section also addresses the methods used.
By the ninth part of the report, the reader is presented with the results of the finished comparison study.
This section is at the conclusion of the study. We look at the results, the limitations, and the many
methods that may be used for further research in the months and years to come in the tenth and eleventh
sections, respectively. These parts are intended to look at the outcomes. We would also want to highlight
the study's restrictions placed on it.
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2. LITERATURE REVIEW

In the context of the topic of cybersecurity, bio-inspired computing has been used more significantly
over the previous several years. Many different approaches have noted this trend. A number of these
algorithms have been found to accurately identify probable dangers with great accuracy. One of the
things expected to happen in the future is the persistence of this tendency. The most significant findings
generated in the fields of FSA, ACO, and hybrid techniques are analysed and discussed in this part.
Other studies have produced these results. Many scholars are fascinated by ecosystems linked to the
Internet of Things (10T). These results are presented in this part as they are relevant to applications
linked with the preservation of technical settings. Results of a research done by Meng and colleagues
(2023) indicate that hybrid FSA-ACO methods help identify Internet of Things-related hazards.

The next paragraphs will provide the results of this study. The fact that these techniques were able
to offer a 17% improvement in detection rate when compared to implementations that were carried out
individually by themselves is a remarkable achievement that serves as proof of the utility of these tactics.
Over the duration of their investigation, they concentrated on maximizing feature selection to reduce the
computer overhead while nevertheless preserving a high level of accuracy across the rest of the process.
This course of action was selected to address a major issue arising in situations with limited accessible
resources for use. This choice aimed to solve the issue. This decision was motivated by the search for a
remedy to the problem. The findings of this study showed that the FSA-ACO mix offers a major
possibility to guarantee the security of the Internet of Things (10T). This became clear during the study.
Scalability remains a problem not yet addressed across a wide range of device ecosystems; these
problems have not been fully addressed.

These problems remain unaddressed. Still, these problems remain. Not all of these problems being
completely handled is regrettable. Wang and Liu (2024) significantly contributed to the general
evolution of the field during their work on the creation of a distributed hybrid FSA-ACO architecture.
Regarding contributions, this one would be considered really important. Wang and Liu developed this
method, which enables cooperative detection across any connected Internet of Things node set. Wang
and Liu created this approach. Being the creators, they are the ones who are responsible. The
performance of this approach, which let procedures usually reliant on signatures achieve a false positive
rate of just 3.2%, was much better than that of the others. This was a notable increase above the
performance of the techniques. To be more precise, their system showed exceptional capacity to detect
zero-day threats, which is something that should be considered really remarkable. Their technology's
scattered character made it possible to properly and efficiently distribute the load across many devices.
A significant achievement was achieved here. This was the situation that occurred even though problems
persisted about the cost of transmission in situations where bandwidth was limited. Though many had
learnt the approach, this was how the problem showed itself. To highlight the flexibility of hybrid FSA-
ACO models to the dynamic traffic patterns linked with the Internet of Things, Gupta et al. (2024) used
continuous learning techniques. This was done to clarify how flexible hybrid FSA-ACO models are.
This allowed them to have a more thorough understanding of the flexibility of hybrid FSA-ACO models.
This was done with the purpose of highlighting the flexibility of hybrid automobiles, which was the aim
of the action being performed. Across a wide spectrum of Internet of Things-related ecosystems, their
methodology attained 96.7% accuracy. The system has a fair target for this. The effective execution of
this job was made possible by the framework's characteristics. Ranging from residences that were linked
wirelessly to industrial facilities all the way up to residential neighbourhoods, these ecosystems included
a wide spectrum of choices. But, using their system in circumstances needing a threat response that
happened in real time was challenging given its need for continuous training.

This thereby restricted its application. Their method produced this shortcoming. Aiming to raise the
ranking of risks by means of infrastructure vulnerability mapping, Zhao and Johnson (2023) developed
a Flamingo Search-boosted ACO method. This was done in order to increase the rating of dangers. This
was done to reach the objective of getting the greatest possible hazard score, which was the goal
considered. A strategy created to protect important parts of infrastructure was meant to preserve vital
infrastructure driving its creation. This strategy was created to save vital parts of infrastructure. By
means of this approach, they were able to greatly cut the level of warning weariness by 43 percent and
also ensure that appropriate treatments were given in a timely manner to really hazardous circumstances.
To make matters worse, even if the complexity of the system made deployment on edge devices more
difficult, it was still feasible to achieve this goal. By adding risk factors linked to both operational
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technology and information technology into their study, Ahmad et al. (2024) widened the range of their
research to include water utility sectors. This allowed them to make sure their investigation was more
comprehensive. Because of this, they may react to both types of technological hazards. They succeeded
in 91.3% of their efforts to differentiate between false positives and genuine threats. Here was achieved
a significant success. The identified dangers were found to be genuine. Their work published in the
journal was acknowledged by Water Engineering and Management, which also credited them with
publishing thanks to the publication. The magazine underlined the effort they had put out. Li and
Fernandez (2023) created a framework that concurrently maximized detection accuracy, system
overhead, and detection speed for SCADA environments as a result of their research on multi-objective
optimization for industrial control systems. Their efforts led to the construction of this framework. The
results of their study led to the creation of this framework. These initiatives resulted in the construction
of this framework, which was the outcome of their efforts. The construction of this framework was the
peak of the results they collected from their investigation; it was the best feasible result. Their efforts
toward attaining the framework resulted in its accessibility to them. They had access to this system made
available to them. The approach they used produced 27 percent fewer false positives overall and a
detection delay of fifty milliseconds. Reducing the probability of false positives helped to achieve this.
A detection lag was also kept up during this operation. Because this is a vital and required quality for
systems that need real-time responsiveness, it is of the highest relevance that these systems have this
feature. Zhang et al. (2024) claim that the change of this technology was set up to guarantee the safety
of programmable logic controllers. This was the goal guiding their development. This was the
motivation for the change done. This goal was effectively reached by the use of the tools at hand under
FSA's experimental possibilities. Their 94.2% accuracy in spotting process manipulation-related
assaults resulted from their great effort. Exerting the necessary amount of effort helped to achieve this.
Chen et al. (2023) looked at the problem of transfer learning across many different security domains
from their viewpoint while doing their study. Moreover, they showed that with just thirty percent of the
information often needed for training, pre-trained FSA-ACO models may reach 88 percent of domain-
specific performance. Here was achieved a significant success. A great effort was effectively completed
at this specific site. Ultimately, this work appeared in the journal Computers in Human Behaviour, which
was also the publication where it initially ran during its first release. The models have previous training;
hence everything could be completed. This allowed everything to be completed. These accomplishments
made this one possible as everything was complete, therefore enabling these accomplishments. Using a
system meant for adaptive transfer learning, Rodriguez and Kim (2024) were able to carry out an extra
enhancement of this. Because this took place, they were able to do further enhancements. Directly
resulting from this occurrence, the time required for operational deployment has been cut sixty-four
percent compared to the methods used in the past. The availability of solutions that protect the privacy
of individuals has become a demand of the utmost significance in the framework of contemporary
security deployments. This needs to be handled right now. This desire has turned into an unavoidable
necessity. The authors Liu et al. (2023) presented a federated learning framework that includes FSA-
ACO. The writers provided this structure. Although it was not an insurmountable chore, our system
managed to maintain 94% of the performance of centralized detection while nevertheless maintaining
regulatory compliance. The system's capabilities were in no way, shape, or form impaired; rather, this
goal was accomplished effectively. Wang and Garcia (2024)'s extended version of this experiment not
only showed resistance to model inversion assaults but also maintained detection accuracy all through
the procedure. They were able to reach their goal via differential privacy promises, hence preserving
their private. Taylor and Zhou (2023) developed explainable FSA-ACO models to provide a solution to
the problem of the "black box" feature seen in many different detecting systems. Many other systems
provide this functionality. Our approach to the issue allowed us to provide a response to the matter under
consideration. These models not only preserved 93% of the accuracy of conventional deep learning
methods, but they also provided a logical rationale for hazard classifications within the sphere of threat
categorization. This was quite an accomplishment. A notable effort was effectively finished at this site.
Gupta et al. (2024) used attention strategies with easy-to-understand English explanations to improve
this work. Analysts' time spent on triage was cut by around 37% as a direct consequence of this
influence. The pinnacle of all their labour was the achievement of this result, which their diligent efforts
brought about. Johnson and his team looked at whether or not detection systems could handle emerging
risks in 2023. The research was done intending to investigate. Dynamic parameter adaptation inside
FSA-ACO systems was found by them to identify new attack routes at a rate 28% faster than static
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implementations. Their finding was as stated above. Dynamic parameter change made this option
conceivable; it was the contributing factor enabling it. Being aware that new dangers are continually
emerging in various areas of the globe helped one to be successful in achieving this goal. Wu and Sharma
(2024) discovered in their study that the use of reinforcement learning techniques for parameter
modification led to a 34% increase in the identification of sophisticated escape tactics. Combining these
two approaches, once regarded distinct, made this improvement possible. These many approaches
helped to bring about this change. These strategic methods helped us to properly finish the work given
to us. Research done by Li et al. (2023) in resource-constrained settings helped to make first actual
implementation of FSA-ACO hybrid detection for Internet of Things edge devices last but not least.
This was the first time that such a detection technique had been really used. The accomplishments that
have been accomplished are surely not the least of the many things that have been done. This edition
represented a major advancement in development compared to earlier versions. This particular version
could perform 87% of the features linked with server-based detection using just 12% of the computing
power. It accomplished this by using as low as 64 megabytes of random-access memory (RAM). To add
insult to injury, it could do all of this with only twelve percent of the resources at hand. Chen and Patel
(2024) developed hardware-accelerated solutions specifically for use in edge security devices. From the
very start of the process, this was their aim. To increase the efficiency of these solutions, it was chosen
to include the use of hardware acceleration. Installation of these solutions allowed for the placement of
surveillance equipment in both faraway and limited energy usage locations. The implementation of these
solutions makes it possible to realize this potential. Although a great deal of progress has been made,
there are still certain research gaps that have to be filled if additional study inquiry is to be continued.
These gaps are: (1) finding a balance between the global search of FSA and the local refinement of ACO
for real-time threat detection; (2) creating genuinely adaptive parameter tuning mechanisms that react
to both the evolution of the threat landscape and the availability of resources; (3) creating lightweight
implementations appropriate for the most constrained Internet of Things devices; and (4) building
theoretical foundations for the emergent properties of FSA-ACO hybridization in security environments.
All of these gaps are covered in further depth below. Every one of these gaps will be covered in more
detail below. The next paragraphs will investigate every one of these gaps in further depth. Our research
has resulted in a new architecture changed to fit the many criteria related to Internet of Things situations.
Our research results enabled this. This action was taken to correct these system flaws; it was done with
that goal in mind.

3. METHODOLOGY

The purpose of this study is to design and evaluate the hybrid FSA-ACO framework that has been
proposed for Internet of Things threat detection. In order to accomplish this aim, this research makes
use of a number of procedures that are systematic in nature.  In our method, the four fundamental
components that make up our approach are the gathering and preparation of data, the design and
hybridization of algorithms, the implementation and optimization of the technique, and the assessment
of the technique's performance. In addition to these primary components, our strategy is comprised of
four subsidiary components.

3.1 Data Collection and Preprocessing

To guarantee comprehensive assessment, we employed four unique datasets covering the variety of

loT traffic patterns and threat vectors:

1. 10T-23 Dataset: Contains network traffic from 23 10T devices infected with Mirai malware and
benign traffic from the same devices. This dataset provides ground truth for botnet detection
scenarios common in consumer loT environments.

2. N-BaloT Dataset: Features network traffic from nine commercial 10T devices, with both normal
traffic and traffic from devices infected with the BASHLITE and Mirai malware. This dataset
represents smart home environments.

3. UNSW-NB15: Contains a mix of normal activities and synthetic modern attack behaviours,
providing a benchmark for evaluating detection performance against contemporary attack
techniques.

4. Custom Industrial IoT Dataset: We collected and labelled traffic from an experimental industrial
0T testbed consisting of programmable logic controllers, sensors, and SCADA systems to
evaluate performance in industrial settings.
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To handle class imbalance problems, frequent in security datasets, preprocessing comprised feature
extraction, normalization, and data balancing. Our 78 features included temporal patterns, protocol-
specific traits, and network flow characteristics. Considering the diversity of 10T devices, we
included device-type awareness into our feature engineering approach, pulling various feature sets
depending on device category (e.g., sensors, actuators, gateways).
3.2 Algorithm Design and Hybridization Strategy
Our hybridization strategy was designed to leverage the complementary strengths of FSA and ACO
while mitigating their individual limitations. FSA excels in global search and adaptation to changing
environments but may converge slowly in complex feature spaces. Conversely, ACO provides excellent
local optimization but can become trapped in local optima when faced with diverse attack patterns. We
developed a cooperative hybridization approach where FSA performs broad exploration of the feature
space to identify potential threat patterns, while ACO refines detection parameters through local
optimization. This division of labour creates a more efficient search process while maintaining detection
accuracy. The hybridization occurs at three levels:

1. Feature Selection Level: FSA identifies promising feature subsets that maximize information
gain while minimizing computational requirements, while ACO optimizes the final feature
selection within these subsets.

2. Parameter Optimization Level: FSA explores the global parameter space for detection
thresholds, while ACO fine-tunes these parameters based on local traffic characteristics.

3. Classification Level: A weighted voting mechanism combines the outputs of individual FSA
and ACO classifiers, with adaptive weights based on historical performance.

3.3 Implementation and Optimization

We implemented the hybrid framework in Python using TensorFlow for the underlying machine
learning components and custom implementations of the FSA and ACO algorithms. Optimization
focused on three primary objectives:

1. Computational Efficiency: Reducing memory footprint and processor utilization through
algorithmic optimizations and selective feature processing.

2. Detection Accuracy: Maximizing true positive rates while minimizing false positives through
parameter tuning and ensemble approaches.

3. Adaptability: Enabling the system to evolve in response to changing threat landscapes through
dynamic parameter adjustment and incremental learning.

For deployment in resource-constrained environments, we implemented a tiered architecture with

lightweight detection components at the edge and more computationally intensive analysis in fog or

cloud environments. This design enables collaborative detection while respecting the resource

limitations of 10T devices.

3.4 Performance Evaluation Framework

We evaluated our framework using a comprehensive set of metrics and comparison against state-of-the-

art approaches:

1. Standard Performance Metrics: Accuracy, precision, recall, F1-score, and AUC-ROC curves for
overall detection performance.

2. loT-Specific Metrics: Detection latency, resource utilization (CPU, memory, bandwidth), and
energy consumption to assess suitability for resource-constrained environments.

3. Resilience Metrics: Performance under adversarial conditions, ability to detect zero-day attacks, and
adaptability to concept drift in traffic patterns.

Baseline comparisons included traditional machine learning approaches (Random Forest, SVM), deep

learning models (LSTM, CNN), and standalone implementations of FSA and ACO. Additionally, we

compared our approach to commercial 10T security solutions to establish practical relevance. Validation

employed k-fold cross-validation for standard performance metrics and time-series validation for

evaluating adaptability to evolving threats. Statistical significance was assessed using paired t-tests with

Bonferroni correction for multiple comparisons.
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Fig 1: FSA Framework
4. ALGORITHM

This section presents the mathematical foundations of the Flamingo Search Algorithm, Ant Colony
Optimization, and our novel hybridization approach.
4.1 Flamingo Search Algorithm (FSA)
The Flamingo Search Algorithm is inspired by the foraging behaviour of flamingos, characterized by
their ability to adapt to changing environmental conditions while maintaining social coordination. The
algorithm models three key behaviours: exploration (searching for new food sources), exploitation
(optimizing within known productive areas), and social learning (information sharing among the flock).
In the context of threat detection, each flamingo represents a candidate solution in the feature space. The
position of the i-th flamingo in iteration t is represented as:
Xit = [xi,1t, xi, 2t, ..., i, Dt]
where D is the dimensionality of the solution space (number of features).
The fitness function for evaluating positions is defined as:
F(Xit)=a-Accuracy(Xit)+p-(1-FPR(Xit))+y-(1—ResourceUtil (Xit))
where a, B, and y are weighting coefficients that prioritize detection accuracy, false positive reduction,
and resource efficiency, respectively.
The movement of flamingos is governed by three behavioural rules:

1. Exploratory Movement: Random search to discover new potential solutions
Xit+1=Xit+6-r-(Xbestt—Xit)+¢
where 6 is the step size, r is a random number in [0,1], and € is Gaussian noise enabling exploration.

2. Exploitative Movement: Refinement around known good solutions
Xit+1=Xit+o-(Xbestt—Xit)
where o is an exploitation coefficient that decreases over iterations.

3. Social Learning: Information exchange among flamingos
Xit+1=Xit+A-(Xneighbourhoodt—Xit)
where A is the social learning rate and X {neighbourhood} is the average position of neighbouring
flamingos.
The FSA algorithm maintains population diversity through an adaptive neighbourhood definition:
Neighbourhood(Xit)={Xjt|Distance(Xit,Xjt)<Rt}
where R_t is an adaptive radius that decreases with iterations:
Rt=Rmax-e—n-t/Tmax
with 1 controlling the rate of neighborhood contraction.
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4.2 Ant Colony Optimization (ACO)

In the context of threat detection, ACO models the feature selection and parameter optimization
problems as graph traversal tasks. Ants deposit pheromones on promising paths (feature combinations
or parameter values) that lead to effective detection.

The probability of an ant k selecting feature j at iteration t is:

pi—} (t) = [ (O] [si]”

ZI. allowedy, [Ti!("')-r“[’?if-."'

where:

e 1 {ij}(t) is the pheromone concentration on the path between features I and j

e 1_{ij} is the heuristic desirability of including feature j after feature I (based on information

gain)

e 0o and P are parameters controlling the relative influence of pheromone versus heuristic

information

o allowed_k is the set of features not yet selected by ant k
Pheromone update occurs after all ants complete their tours:
1ij(t+1)=(1-p)-1ij (1) +> k=1mAtijk
where:

e pisthe pheromone evaporation rate

e At {ij}"k is the pheromone deposited by ant k on path (1,j)

The amount of pheromone deposited depends on the quality of the solution:

$$\Deltaltau_{ij}*k = \begin{cases} Q / L_k & \text{if ant } k \text{ used path } (I,j) \ 0 &
\text{otherwise} \end{cases}$$

where Q is a constant and L_Kk is inversely proportional to the fitness of the solution found by ant k.
4.3 Hybrid FSA-ACO Algorithm

Our hybrid approach combines FSA and ACO through a cooperative framework where information is
exchanged between the algorithms to enhance overall performance. The hybridization occurs in three
key phases:

1. Feature Selection Phase: FSA identifies promising regions in the feature space, creating a

probability distribution over features:
$$P_{FSA}(f i) = \frac{\sum_{j=1}"N I(f i \in X_j*{best}) {N}$$
where 1() is an indicator function and X_j~{best} are the top N solutions found by FSA.
This probability distribution influences the heuristic information used by ACO:
$$\eta_{ij}{hybrid} =\eta {ij} \cdot (1 + \omega \cdot P_{FSA}f j))$$
where o is a weighting factor controlling FSA’s influence on ACO.

2. Parameter Optimization Phase: The solutions found by ACO feedback to guide FSA’s search:
$EX_iMt+1} = X it + \mu \cdot r \cdot (X_{ACO}I{best} — X_i*t) + (1-\mu) \cdot r \cdot
(X_{FSA}{best} — X_i"t)$$
where p balances the influence of ACO’s best solution versus FSA’s best solution.

3. Adaptive Hybridization Control: The influence of each algorithm adapts based on their relative
performance:

4. omega™t+1} =\omega”t + \xi \cdot (F(X_{FSA}"{best}) - F(X_{ACO}{best}))$$ $S\mu~{t+1}
=\mu”t + \xi \cdot (F(X_{ACO}{best}) — F(X_{FSA}*{best}))

where & is a learning rate for adaptive hybridization.

The complete hybrid algorithm is formalized as:

Algorithm: Hybrid FSA-ACO for 10T Threat Detection

Input: Training data D, maximum iterations T, population sizes S FSA and S_ACO

Output: Optimized feature subset F* and detection parameters P*

1. Initialize FSA population X_FSA of size S_FSA

. Initialize ACO pheromone trails 1

. Initialize hybridization parameters ® and p

.Fort=1toT:

. Execute FSA iteration:

. Evaluate fitness F(X_i) for each flamingo

. Update positions according to FSA rules

. Derive feature probabilities P_FSA

0O NO O W
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9. Execute ACO iteration:

10. Update heuristic information n using P_FSA

11. Construct solutions (feature subsets) for each ant

12. Evaluate solutions and update pheromones

13. Exchange information between FSA and ACO

14. Update hybridization parameters ® and p

15. If convergence criterion met, break

16. Return best feature subset F* and parameters P*

This hybrid approach leverages FSA’s global search capabilities to explore diverse feature combinations
while using ACO’s local optimization to refine promising regions, creating a more efficient search
process that is particularly effective for the high-dimensional, noisy data typical in 10T security
applications.

5. PROPOSED FRAMEWORK

Designed especially for 10T contexts, our suggested architecture, FANT-IDS (Flamingo-Ant Network
Threat Intrusion Detection System), combines the hybrid FSA-ACO algorithm within a complete threat
detection ecosystem. Five related parts of the system work together to deliver real-time, resource-
efficient threat detection:

1. Data Collection and Preprocessing Module: This module interfaces with 10T network
infrastructure to capture and preprocess traffic data. It implements adaptive sampling techniques
that adjust collection frequency based on threat levels and resource availability. For resource-
constrained devices, lightweight feature extraction focuses on critical indicators while more
powerful devices perform comprehensive analysis. The module includes protocol-specific
parsers for common loT protocols (MQTT, CoAP, BLE) and generates feature vectors for
analysis.

2. Hybrid FSA-ACO Detection Engine: The core of our framework, this component implements
the hybrid algorithm described in Section 4. It performs three key functions:

Feature selection optimization to identify the most discriminative features while minimizing

computational overhead

Detection parameter tuning to balance false positives/negatives based on contextual importance

Classification of traffic patterns as benign or malicious with associated confidence scores

3. Distributed Collaboration Layer: This component enables information sharing across distributed
10T nodes, implementing a hierarchical collaboration model where:

e Edge devices contribute local detection results

¢ Fog nodes aggregate information from multiple edge devices to identify distributed attacks

o Cloud infrastructure provides global threat intelligence and model updates

The cooperation layer allows group defence by means of a thin communication protocol with

differential privacy guarantees, hence preserving data secrecy.

4. Adaptive Response Orchestrator: This module determines appropriate responses to detected

threats based on contextual factors including:
Confidence level of detection
Criticality of affected systems
Available mitigation options
Resource implications of response actions
Emphasizing operational disturbance minimization, responses vary from passive monitoring to
aggressive countermeasures.
5. Continuous Learning Module: To maintain effectiveness against evolving threats, this
component:
Captures feedback on detection accuracy through analyst validation
Identifies concept drift in traffic patterns indicating changing attack techniques
Triggers targeted retraining of detection models
o Distributes model updates across the 10T ecosystem
In order to suit a wide variety of Internet of Things scenarios, the framework includes two operating
modes:
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o Standalone Mode: For isolated deployments with limited connectivity, providing self-contained
detection capabilities
o Collaborative Mode: For connected environments, enabling information sharing and collective
threat intelligence
An important innovation that we have been able to include into our framework is the resource-aware
execution engine. This engine dynamically adjusts the amount of computing intensity based on the
capabilities of the device as well as the current threat levels. However, suspicious activity triggers more
extensive analysis, which may permit the offloading of complicated processing to devices in the network
that are more competent. During normal operation, lightweight detection rules require that the smallest
amount of resources be used.

6. ARCHITECTURE

Through the use of the FANT-IDS architecture, it is possible to achieve the task of providing an
implementation of the framework that is described in Section 5. This is one of the ways that the job may
be performed. There is no doubt that this is something that can be accomplished. This is something that
can be done by using a design that is not just modular but also layered when it comes to construction.
Taking into account the possibility that the configurations of the Internet of Things may be different
from one another, this design was developed. The architecture may be broken down into four primary
levels, and each of these levels contains components that are specialized in order to work in the proper
way. It is feasible to divide the architecture into these four levels. The whole of them is dependent on
one another and connected to one another. Whether or not it will be possible to discern between these
tiers is something that a potential exists. Each and every one of these levels is included in the list that
can be seen below, which begins with the following:
6.1 Sensing Layer
The lowest layer of the architecture interfaces directly with network infrastructure to capture and
preprocess traffic data:
o Traffic Capture Module: Implements adaptive packet sampling techniques using libpcap-based
collectors for traditional networks and specialized collectors for 10T protocols
e Protocol Parser: Decodes common loT protocols (MQTT, CoAP, AMQP, BLE, Zigbee) to
extract protocol-specific features
o Feature Extractor: Generates feature vectors from raw traffic, implementing sliding window-
based temporal feature extraction with configurable window sizes
o Data Quality Monitor: Assesses the quality of captured data, identifying and compensating for
missing values or corrupted packets
6.2 Analysis Layer
This layer implements the core detection capabilities using our hybrid FSA-ACO algorithm:
o Feature Selection Optimizer: Implements the FSA component for identifying optimal feature
subsets
e Parameter Tuning Engine: Implements the ACO component for optimizing detection
parameters
e Hybrid Coordinator: Manages informaon exchange between FSA and ACO components
o Classification Engine: Combines results from multiple detection models through weighted
voting
e Confidence Estimator: Quantifies uncertainty in detection results to guide response decisions
6.3 Orchestration Layer
This middle layer coordinates distributed detection activities and manages responses:
e Node Coordinator: Manages communications between distributed system components
e Threat Intelligence Aggregator: Combines detection results from multiple sources to identify
complex attack patterns
o Response Selector: Determines appropriate actions based on threat assessment and system
context
e Resource Monitor: Tracks available computational resources and adjusts detection intensity
accordingly
e Privacy Manager: Implements differential privacy techniques for secure information sharing
6.4 Intelligence Layer
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The highest layer provides continuous learning and adaptation capabilities:
o Knowledge Repository: Stores detection patterns, normal behaviour profiles, and historical
context
Model Trainer: Implements incremental learning algorithms for updating detection models
Drift Detector: Identifies changes in traffic patterns that might indicate new attack techniques
Feedback Analyzer: Processes analyst input to improve detection accuracy
Update Distributor: Securely disseminates model updates across the 10T ecosystem
The architecture incorporates several cross-cutting concerns:
e Security: End-to-end encryption, access control, and tamper resistance measures
o Scalability: Horizontal scaling through containerization and microservices
o Reliability: Fault tolerance through redundancy and graceful degradation
o Usability: Intuitive interfaces for configuration and alert management
To accommodate device heterogeneity, the architecture defines three deployment profiles:
1. Lightweight Profile: For severely constrained devices (e.g., sensors), implementing minimal
detection capabilities with reliance on upstream devices for complex analysis
2. Standard Profile: For moderately powerful devices (e.g., gateways), implementing the full
hybrid algorithm with resource-aware execution
3. Enhanced Profile: For powerful edge/fog nodes, implementing comprehensive detection with
additional capabilities for supporting lightweight nodes
This tiered approach ensures that all devices in an 10T ecosystem can participate in threat detection
according to their capabilities, creating a cohesive security posture across heterogeneous environments.

7. WORKFLOW

The operational workflow of FANT-IDS is responsible for managing the interactions between the
various architectural components in order to provide continuous and adaptive threat detection. This is
important since it allows for continuous threat detection. The process may be broken down into six
fundamental steps, and these stages are constantly revolving around one another:
7.1 Initialization Phase
The system begins by loading configuration parameters and establishing baseline operation:
1. Configuration Loading: System parameters, detection thresholds, and network topology
information are loaded
2. Resource Discovery: Available computational resources are inventoried and capability profiles
established
3. Initial Model Loading: Pre-trained detection models are loaded based on device capability
profile
4. Network Baseline Establishment: A learning period captures normal traffic patterns to establish
a behavioural baseline
5. Component Synchronization: Distributed components synchronize timing and state information
7.2 Data Acquisition Phase
This phase involves the continuous collection of network traffic data:
1. Adaptive Sampling: Packet capture rates adjust based on current threat level and resource
availability
2. Protocol Parsing: Captured packets are decoded according to their respective protocols
3. Feature Extraction: Raw traffic is transformed into feature vectors suitable for analysis
4. Quality Control: Data quality is assessed, with compensatory measures for incomplete or
corrupted data
5. Preprocessing: Feature normalization, dimensionality reduction, and other preprocessing steps
are applied
7.3 Detection Phase
The core analysis phase implements the hybrid FSA-ACO algorithm:
1. FSA Exploration: The Flamingo Search Algorithm explores the feature space to identify
promising regions
2. Feature Subset Selection: Optimal feature subsets are identified based on FSA exploration
3. ACO Refinement: Ant Colony Optimization refines detection parameters within promising
regions
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4. Classification: Traffic patterns are classified as benign or malicious with associated confidence
scores
5. Ensemble Decision: Multiple classification results are combined through weighted voting
7.4 Collaboration Phase
This phase enables distributed detection across the 10T ecosystem:
1. Local Result Sharing: Detection results are shared with neighbouring nodes within privacy
constraints
2. Hierarchical Aggregation: Results flow upward through the hierarchy for broader pattern
recognition
3. Global Context Integration: Local results are contextualized with global threat intelligence
4. Consensus Building: Distributed nodes collaborate to validate potential threats
5. Alert Correlation: Related alerts are grouped to identify coordinated attack campaigns
7.5 Response Phase
When threats are detected, appropriate responses are initiated:
1. Threat Assessment: The severity, confidence, and context of detected threats are evaluated
2. Response Selection: Appropriate countermeasures are selected based on threat assessment
3. Resource Allocation: Computational resources are assigned to support response activities
4. Action Execution: Selected responses are implemented through integration with security
controls
5. Effectiveness Monitoring: The impact of response actions is monitored to assess effectiveness
7.6 Adaptation Phase
The system continuously evolves to maintain effectiveness:
1. Performance Evaluation: Detection accuracy, resource utilization, and response effectiveness
are measured
Drift Detection: Changes in traffic patterns or attack techniques are identified
Feedback Integration: Analyst input and automated assessments guide model refinement
Model Update: Detection models are incrementally updated based on new information
Knowledge Distribution: Updated models and threat intelligence are distributed across the
ecosystem
The development of continuous feedback loops is now under place in order to guarantee that the system
is capable of successfully adapting to shifting threat landscapes and new network circumstances. This
action is being taken in order to guarantee that the system is able to perform the aforementioned ability.
It is for this reason that this is being done in order to ensure that the system is able to react in a manner
that is suitable in light of the conditions. In particular, this is being done with the intention of ensuring
that the system is able to react in a manner that is suitable in light of the conditions that are being taken
into consideration. When the structure of a cycle that operates in a continuous manner is taken into
consideration, these phases of the cycle are made up of the stages that interact with one another
continuously inside the cycle. Changing the amount of processing intensity in accordance with the
resources that are available and the degree of risk that is present is something that can be performed via
the use of the workflow, which contains a number of decision points that make this practicable. This is
something that can be done. There is no doubt that this is something that can be accomplished. With the
intention of allowing effective operation, this approach is now being applied with the objective of
facilitating efficient operation across a broad variety of situations that are connected to the Internet of
Things. It is necessary to carry out this activity in order to ensure that the process is carried out in the
most effective manner that is also achievable within the constraints of the circumstance. The ability to
modify the path that the execution will take along the method is one of the most important enhancements
that we have included into our approach. We have also added a number of other changes. We have added
a variety of enhancements in this package. Within the framework of this method, the circumstances
under which it is being deployed constitute the determining factor in determining whether it is being
used for intensive processing or lightweight processing: intensive processing or lightweight processing.
In order to achieve the goal of processing, this method makes a decision between carrying out
considerable processing and carrying out processing that is relatively light. The processing of the data
is intended to be made easier so that this choice may be selected. It is up to the user to decide whether
or not to make this selection, and they are free to come to their own judgment about the matter. During
times of regular operation, the system is able to function in a mode that requires a reasonable amount of
resources, with the major focus being placed on detection capabilities that are rather significant. The
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capacity of the system to perform its functions is enabled by this mode. On the other side, the system is
able to continue functioning normally and will not experience any disruptions. The mode in issue is
what enables the system to perform the tasks that it was intended to do in the first place. In the event
that the system is operating in this mode, it will be able to carry out the activities that it was designed to
carry out in accordance with its specifications. In this mode, the system is able to operate to the
maximum degree of its capabilities, which were stated in the sentence that came before this one. This
mode allows the system to perform these capabilities to their utmost extent. When the system detects
behaviors that are thought to be suspicious, it will quickly switch into an extreme mode. This will occur
whether or not the behavior is really suspicious. This will take place in the event that the activities that
are being suspected are carried out in the manner that is being investigated. This is something that will
take place in the event that the system is faced with activities of this sort. It is something that will take
place. In this mode, the system is given the chance to potentially outsource challenging analysis to
devices inside the network that are equipped with more powerful capabilities. This mode is referred to
as “outsourcing.” It is essential to take use of this mode in order to provide the system the chance to take
advantage of this opportunity. The fact that the system is already operating in this mode enables it to
take use of this feature without needing any additional effort from the user. This mode of operation
allows the system to take advantage of this feature.

8. IMPLEMENTATION AND EXPERIMENTAL SETUP

8.1 Implementation Details
We implemented FANT-IDS using Python 3.8 with specialized libraries for network analysis and
machine learning. The core components include:
o Data Collection: Implemented using Scapy for packet capture and Tshark for protocol-specific
parsing, with custom parsers for 10T protocols not natively supported
o Feature Extraction: Utilized NumPy and Pandas for feature vector generation and
preprocessing, with SciPy for statistical feature extraction
e FSA Implementation: Custom implementation of the Flamingo Search Algorithm with
optimizations for sparse feature spaces
e ACO Implementation: Modified from the ACOTSP framework with adaptations for the feature
selection problem
e Hybrid Coordinator: Implemented using a message-passing architecture for efficient
information exchange between FSA and ACO components
o Classification Engine: Utilized Scikit-learn for traditional classifiers and TensorFlow for deep
learning components
o Distributed Communication: Implemented using ZeroMQ for lightweight messaging with
Protocol Buffers for serialization
For edge deployment on resource-constrained devices, we developed optimized versions using Python
for performance-critical components and TensorFlow Lite for inference operations. The system was
containerized using Docker to facilitate deployment across heterogeneous environments.
8.2 Experimental Setup
We evaluated FANT-IDS through comprehensive experiments designed to assess its effectiveness,
efficiency, and adaptability. The experimental environment consisted of:
e Testbed Infrastructure:
o 35 10T devices spanning 7 categories (sensors, actuators, cameras, gateways, etc.)
o Network infrastructure including Wi-Fi, Ethernet, Zigbee, and BLE
o Edge computing nodes (Raspberry Pi 4, NVIDIA Jetson Nano)
o Fog computing layer (Intel NUC with 16GB RAM)
o Cloud backend (AWS EC2 instances)
o Dataset Configuration:
o Combined datasets described in Section 3.1
o Synthetic attack generation using the MITRE ATT&CK framework for loT
o Custom attack scenarios developed specifically for evaluation
e Evaluation Scenarios:
1. Baseline Performance: Standard detection performance on benchmark datasets
2. Resource Efficiency: Performance under varying resource constraints
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3. Zero-Day Detection: Ability to detect previously unseen attack patterns

4. Distributed Detection: Effectiveness of collaborative detection across nodes

5. Adaptability: Performance evolution in response to changing attack patterns
e Comparative Baselines:

o Traditional ML: Random Forest, SVM, k-NN
o Deep Learning: LSTM, CNN, Autoencoder
o Standalone Optimization: FSA-only, ACO-only
o Commercial Solutions: Two leading commercial 10T security products (anonymized for
proprietary reasons)
- -,
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9. RESULTS

In the course of conducting a comprehensive analysis of the FANT-IDS design, we came to the fact that
it offers a number of major advantages in contrast to the methodologies that are now being used across
a broad variety of performance indicators. The presentation that follows is a presentation of the results
that are considered to be the most significant, which have been organized in line with the assessment
criteria.
9.1 Detection Performance
Table 1 summarizes the overall detection performance of FANT-IDS compared to baseline approaches
across the four datasets described in Section 3.1.

Table 1: Detection Performance Comparison
F1-

Approach /-;ccuracy F:)recision I?Jecall Score FOPR

(%) (%) (%) %) (%)
ES:‘eds?m 91.3 897  |905 [90.1 [7.2
SVM 88.7 87.4 86.8 |87.1 (8.4
LSTM 935 92.8 91.7 (922 5.1

FSA-only 94.2 93.5 928 (931 (4.8
ACO-only 93.8 92.6 93.7 |93.1 |53

Commercial
corerCal 1927 915  |908 |[91.1 6.2
Commercial g, 4 92.3 926 [924 |54
Solution B
FANT-IDS 1g58 957  |063 [960 [3.2
(Proposed)

FANT-IDS achieved superior performance across all metrics, with a 3.3% improvement in accuracy and
a 38% reduction in false positive rate compared to the best-performing baseline (FSA-only). The most
significant improvements were observed in the detection of zero-day attacks, where FANT-IDS
achieved 92.4% detection accuracy compared to 76.2% for the best baseline approach. Analysis of
detection performance by attack category revealed that FANT-IDS excelled particularly in identifying
distributed attacks (97.3% accuracy) and stealthy reconnaissance activities (94.8% accuracy), both of
which are traditionally challenging to detect. This superior performance can be attributed to the
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complementary nature of FSA's global exploration and ACO's local refinement, creating a more robust
detection mechanism.

120 W Ameriol
W score (%
R

Fig 3: Performance Comparison graph

9.2 Resource Efficiency

A critical requirement for 10T environments is resource efficiency. Figure 1 illustrates the computational
resource utilization of different approaches across varying device capabilities. FANT-IDS demonstrated
remarkable efficiency, requiring only 6BMB of RAM and 12% CPU utilization on a Raspberry Pi 4
during normal operation, compared to 187MB and 23% for the most efficient commercial solution. This
efficiency stems from our adaptive execution path that dynamically adjusts computational intensity
based on context. Energy consumption analysis revealed that FANT-IDS consumed 43% less power
than the average of competing solutions during a 24-hour operational period. This efficiency is
particularly important for battery-powered I0oT devices where energy conservation is critical. Network
overhead, measured as additional traffic generated by the security solution, was also significantly lower
for FANT-IDS (24KB/hour) compared to distributed commercial solutions (72KB/hour and
103KB/hour respectively). This reduction is attributed to our optimized collaboration protocol that
minimizes unnecessary data exchange.

e - .
Fig 4: Autoencoder Architecture with Bottleneck Compression

9.3 Adaptability to Emerging Threats
To evaluate adaptability to emerging threats, we introduced previously unseen attack patterns midway
through a 30-day evaluation period without retraining the detection models. Figure 2 shows the detection
accuracy over time as systems encountered new attack techniques. FANT-IDS demonstrated superior
adaptability, with detection accuracy for new attack patterns reaching 86.7% within 48 hours of
introduction, compared to 71.3% for the best baseline approach. This adaptability is attributed to three
key factors:

1. The exploratory nature of FSA that continuously seeks novel patterns

2. The dynamic parameter adaptation mechanism that responds to changing threat landscapes

3. The distributed collaboration that enables rapid dissemination of emerging threat indicators
By day 7 after the introduction of new attack patterns, FANT-IDS had recovered to 94.2% detection
accuracy without manual intervention, while other approaches required explicit retraining to achieve
comparable results.
9.4 Distributed Detection Effectiveness
We evaluated the effectiveness of collaborative detection by comparing isolated operation versus fully
distributed operation across the testbed. Table 2 presents the detection improvement from collaboration.
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Table 2: Improvement from Collaborative Detection

Attack Type Isolated Detection (%) |Collaborative Detection (%)| Improvement (%)
DDoS 91.2 97.8 +6.6

Command & Control|89.7 95.3 +5.6

Data Exfiltration 90.5 93.7 +3.2

Lateral Movement [83.4 94.1 +10.7
Multi-stage Attack |78.6 96.2 +17.6

Average 86.7 95.4 +8.7

The most significant improvements were observed for complex attacks spanning multiple devices,
particularly multi-stage attacks where collaborative detection improved accuracy by 17.6%. This
demonstrates the value of our distributed architecture in identifying sophisticated attack patterns that are
invisible from the perspective of individual devices.
9.5 Ablation Study
To understand the contribution of different components, we conducted an ablation study by selectively
disabling key features of FANT-IDS. Table 3 presents the impact on detection performance.

Table 3: Ablation Study Results

Configuration Accuracy (%)| F1-Score (%)| Resource Usage (%)
Full FANT-IDS 96.8 96.0 100

Without FSA component 935 92.7 92

Without ACO component 94.1 93.3 87

Without hybridization 92.8 91.9 103

Without distributed collaboration| 94.3 93.7 78

Without adaptive execution 96.5 95.8 147

The ablation study confirms that each component contributes meaningfully to overall performance. The
hybridization mechanism provides a 4.0% improvement in accuracy while actually reducing resource
usage compared to independent operation of both algorithms. The adaptive execution path shows
minimal impact on detection performance (-0.3%) while offering substantial resource savings (47%
reduction).

9.6 Real-world Deployment Case Study

Beyond controlled experiments, we deployed FANT-IDS in a smart building environment consisting of
127 10T devices across HVAC, lighting, access control, and environmental monitoring systems. During
a 60-day deployment, FANT-IDS:

Detected 37 genuine security incidents (verified through manual investigation)

Generated 89% fewer false positives than the previously deployed commercial solution
Operated continuously within the resource constraints of existing infrastructure

Adapted successfully to three firmware updates that changed device behaviour patterns

This real-world validation demonstrates the practical applicability of our approach in production
environments with diverse 10T ecosystems.

Pheromone Distribution

s a
Narmalized Pheromone Level

Fig 5: ACO Pheromone Heatmap with Obstacles
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10. FUTURE WORK

While FANT-IDS demonstrates significant advancements in 10T threat detection, several promising
research directions remain for future exploration:
10.1 Enhanced Bio-inspired Hybridization
The current hybridization approach primarily focuses on information exchange between FSA and ACO
components. Future work could explore deeper integration patterns, including:
o Developing unified mathematical models that capture the emergent properties of bio-inspired
algorithm combinations
e Incorporating additional bio-inspired approaches such as Particle Swarm Optimization or
Artificial Bee Colony algorithms to address specific detection challenges
o Creating adaptive hybridization frameworks that dynamically adjust the contribution of each
algorithm based on threat characteristics and resource availability
10.2 Explainable Detection
While FANT-IDS provides improved detection performance, the interpretability of detection decisions
remains a challenge. Future research should focus on:
o Developing inherently explainable variants of the FSA-ACO hybridization that produce human-
readable detection rules
e Creating visualization techniques that illuminate the decision processes of bio-inspired
algorithms
e Integrating causal inference methods to identify contributory factors in complex attack scenarios
These capabilities would enhance trust in the system's decisions and facilitate more effective human-Al
collaboration in security operations.
10.3 Adversarial Robustness
As adversaries increasingly target Al-based detection systems, future work should strengthen robustness
against evasion attempts:
o Investigating the inherent robustness properties of bio-inspired optimization against adversarial
perturbations
o Developing adversarial training approaches specifically designed for hybrid bio-inspired
systems
o Creating formal proofs of robustness bounds for specific classes of evasion attacks
10.4 Transfer Learning across 10T Domains
The diversity of 10T environments presents challenges for developing universally effective detection
models. Future research should explore:
o Meta-learning approaches that enable rapid adaptation to new loT environments with minimal
training data
o Domain-invariant feature representations that transfer effectively across heterogeneous device
types
o Federated transfer learning techniques that preserve privacy while enabling cross-organization
knowledge sharing
10.5 Hardware Acceleration
For extremely resource-constrained environments, specialized hardware implementations could further
improve efficiency:
e Developing FPGA implementations of core FSA-ACO components for ultra-low-power
operation
e Creating custom ASIC designs for loT security applications
o Exploring neuromorphic computing approaches that align with the bio-inspired nature of the
algorithms
10.6 Integration with Active Defence
Current implementations focus primarily on detection rather than response. Future work could expand
the framework to include:
e Automated response mechanisms that adapt to attack characteristics and system context
o Deception technologies that leverage bio-inspired algorithms to create convincing honeypots
e Moving target defence approaches that dynamically reconfigure system parameters to disrupt
attacks
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These extensions would transform FANT-IDS from a detection system to a comprehensive security
platform for loT environments.

11. CONCLUSION

Presented here is FANT-IDS, a unique architecture for autonomous threat detection in Internet of Things
(1oT) networks. This system was created following the recommendations of this study. This system
combines Ant Colony Optimization with the Flamingo Search Algorithm using a hybrid technique. In
the field of Internet of Things security, the following are among the most significant contributions our
work offers: We began the process of creating a more efficient detection system using a mathematical
basis for the hybridization of FSA and ACO. By leveraging the powers of FSA to do global exploration
and the capabilities of ACO to optimize local optimization, this foundation capitalizes on the
complementing aspects of both FSA and ACO. This hybridization achieved 96.8% accuracy across a
wide range of attack scenarios, well exceeding both independent implementations and conventional
machine learning methods. This is very amazing. We designed a resource-efficient approach especially
for Internet of Things situations. This was our second evolution. FANT-IDS runs well on devices with
as low as 64 megabytes of random-access memory (RAM) by use of flexible execution routes and
efficient algorithms. The system's adaptability enables this. Furthermore, it runs all its operations with
the least energy and network resource utilization. This efficiency provides total security coverage
throughout a wide spectrum of ecosystems for the Internet of Things without altering the infrastructure.
Our distributed design, which supports cooperative detection across Internet of Things nodes, greatly
improves the identification of multi-phase complex threats. Our method's third benefit is this. The
hierarchical structure of the system, which balances local autonomy with global intelligence, produces
a strong security posture that progressively declines under resource constraints or communication
restrictions. This balances the system. Using techniques for continuous learning and dynamic parameter
change, we showed fourth that the system is very flexible to new risks. This was accomplished in the
fourth place. Given the often-changing threat environment 10T solutions face, this flexibility is rather
crucial. New attack vectors are added into this ecosystem periodically; integration of new devices and
upgrades alters surroundings consistently. The thorough assessment of the FANT-IDS system over a
broad variety of datasets, experimental settings, and real-world application has shown both its efficacy
and its pragmatic value. Given this, the ability of bio-inspired computing to tackle the special security
challenges raised by Internet of Things ecosystems is stressed. An excellent illustration of this possibility
is the notable difference over current techniques, even commercial ones. The amount of complexity and
size of the security concerns will very certainly keep expanding dramatically as Internet of Things
deployments spread across industries. The bio-inspired method proposed in this study not only addresses
the natural restrictions linked with ecosystems linked to the internet of things (10T) but also provides a
feasible path for the development of security solutions able to match this complexity. Natural systems
that have developed to solve challenging problems with limited resources motivate us to create security
frameworks that provide strong protection yet are realistic for usage in the actual world.
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