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Abstract: This paper proposes a novel framework that leverages 

autonomous nano drones equipped with advanced AI capabilities for real-

time detection and tracking of suspicious individuals in dynamic 

environments. The system integrates lightweight object detection using 

YOLOv7, temporal behavior analysis via Long Short-Term Memory 

(LSTM) networks, and swarm-based coordination driven by Particle 

Swarm Optimization (PSO). Drones collaboratively monitor and analyze 

human activity, while onboard edge processing ensures low-latency 

decision-making without reliance on centralized computation. Kalman 

filters are employed for accurate and continuous target tracking, and a 

secure mesh communication protocol facilitates real-time alert generation 

to the control center. Experimental evaluation demonstrates superior 

performance of the proposed system over traditional surveillance 

approaches, achieving higher detection accuracy (92.3%), improved 

activity classification (89.5%), and reduced latency (45 ms). The results 

affirm the effectiveness and scalability of autonomous nano drone swarms 

for intelligent surveillance applications in smart cities, critical 

infrastructure, and defense operations. 
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1. Introduction 

 

Exponential increases in urban populations and growing security threats have driven the creation of high 

level of sophisticated surveillance systems that enable assurance of public safety in real-time. 

Conventional fixed video surveillance cameras along with manned patrols usually have restricted 

coverage, response periods, and scalability in addition to in dynamic as well as large scale environments. 

In the past few years, Unmanned Aerial Vehicles (UAVs, unmanned drones), who are considered as 

intelligent surveillance effective solution, based on their mobility, flexibility and improve situational 

awareness. Within the family of unmanned aerial vehicles (UAVs) the nano drones or the compact, 

lightweight, highly maneuverable aerial systems are in unique place for the surveillance operations, 

especially in case of densely populated or confined areas. Their ability to work silently and manage to 

reach in to areas also makes them a great fit for stealthy surveillance and spy tasks. However, using such 

drones for autonomous, in-real-time decision-making is to the problem with of sensing, processing, 

communication and control. 

 This work proposes a profound framework that relies on autonomous nano drones along with artificial 

intelligence (AI) for identifying and following dubious activities of suspicious people. The system 

makes the use of the Sophisticated computer vision algorithms, behaviour analysis carry-out by deep 

learning and swarm intelligence. The proposed scheme is to be able to run under resource-constrained, 

to be power efficient and also be low-latency—both necessities for effective nano drone deployment. 

The primary contributions of this paper are as follows: 

1. Design and implementation of an edge-AI enabled nano drone platform for autonomous 

surveillance. 

2. Development of a lightweight deep learning model for real-time human detection and abnormal 

activity classification. 
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3. Integration of a swarm coordination mechanism for efficient target tracking and coverage. 

4. Validation of the proposed system through simulations and controlled real-world experiments. 

 This work aims to contribute to the development of next-generation surveillance technologies with 

applications in public safety, smart cities, defense, and disaster response. 

 

2. Literature Survey 

 

Advances in the field of drones and Artificial Intelligence has greatly contributed to the growth of 

Autonomously Surveillances systems. This part provides an overview on existing literature on the UAV 

related surveillance, behavior recognition, swarm coordination and real-time tracking.The old 

traditional surveillance systems based on static CCTV networks suffer from constrains in coverage and 

flexibility [1]. UAV’s bring portable surveillance capabilities meaning better policing in dynamic 

environments [2]. However, deployment of nano drones brings a new research challenge specifically in 

size, computation power and flight duration [3]. 

Detecting and interpreting human activities autonomously relies on significant role of computer vision 

and AI by drones. Convolutional Neural Networks (CNNs) have demonstrated good results in real time 

object detecting with models like YOLOv4 and YOLOv7 which get best accuracy with the least latency 

[4][5]. Behavior analysis by means of Recurrent Neural Networks (RNNs), and Long Short-Term 

Memory (LSTM) Networks has been used for detection of suspicious actions like loitering and break-

in [6, 7]. 

Edge computing is becoming more and more popular for less dependency on cloud infrastructure, as 

well as to lower latency in decision-making. Papers on low-latency inference on Jetson Nano and 

Raspberry Pi-based drone using onboard AI processing have been presented [8][9]. These platforms 

enable drones to get real-time video feeds, self-schema threats, autonomously. 

Swarm intelligence drawn from biological systems like bird flocks or ant colonies has made it possible 

for drones to work together for surveillance of the area and following an object. Methods such as PSO 

and ACO also been applied in multi-drone control very successfully [10][11]. On the other hand, 

distributed consensus algorithms enables real time individual role assignments among the drones to 

complete continuous tracking of moving person [12]. 

Additionally, energy-efficient flight path planning and real-time localization are also essential for nano 

drones because of constraint by small battery duration. More recently, several research works have 

looked into the reinforcement learning algorithms for path optimization and resource allocation [13]. 

Issues related to drone-based surveillance regarding security and privacy, e.g. secure communication 

and integrity of data has also been of significant interest [14][15]. 

This review calls for a comprehensive, low-latency, clever nano droneware that combines live human 

behavior watchfulness, autonomous weakness of will, and swarm consultation for aggressive sweeping 

and threat journey. 

 

3. Methodology 

 

The proposed system integrates computer vision, deep learning, and swarm intelligence to enable nano 

drones to autonomously detect, classify, and track suspicious individuals. The end-to-end pipeline 

consists of the following key stages, illustrated in the figure 1. 
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Figure 1: Proposed Architecture 

  Data Acquisition and Preprocessing 

The surveillance activity first involves the capture of video data through the use of nano drones 

separately having high-end cameras along with on board sensors such as GPS, gyroscope and 

accelerometer. Each drone acquires continuous video, which is equivalent to a sequence of frames: 

V=\{F_1,F_2,F_3,…,F_n \} ----1 

where Fi denotes the ith image frame in the video stream. To reduce computational load while retaining 

temporal relevance, frames are sampled at fixed time intervals Δt. 

 The subset of sampled frames is defined as: 

F_i^'=F_(i⋅Δt), i=1,2,…,m (m<n)---2 

Each sampled frame Fi′ is resized to a standardized resolution required by the deep learning model 

(YOLOv7), typically 416×416 times 416416×416 pixels: 

(F_i ) ̃="Resize" (F_i^',416,416)---3 

Next, the resized frames are normalized to ensure consistent pixel intensity ranges, facilitating faster 

and more stable model inference. Normalization is performed as: 

(F_i ) ̂(x,y,c)=((F_i ) (̃x,y,c))/255 ---4 

where (x,y) refers to the pixel coordinates and c∈{R,G,B} denotes the color channel. 

To improve the visual quality and eliminate high-frequency noise or motion blur introduced by drone 

movement, a Gaussian filter is applied: 

G(x,y)=1/(2πσ^2 )  exp⁡(-(x^2+y^2)/(2σ^2 ))---5 

This smoothing operation helps in making robustness to the detection steps for objects. Optional 

histogram equalisation is also used to enhance image contrast in low light conditions for improved inside 

image clarity. Each processed frame is also enriched with metadata obtained from the sensors onboard 

of the drone. This metadata includes timestamp, GPS location, altitude and heading, represented as: 

〖"Meta" 〗_i=\{〖"Timestamp" 〗_i,〖"Latitude" 〗_i,〖"Longitude" 〗_i,〖"Altitude" 〗_i,〖

"Orientation" 〗_i \}---6 

The fusion of visual data with sensor metadata results in context-rich frames that support more accurate 

object detection, behavior recognition, and multi-drone coordination in subsequent stages. 

  Human Detection using YOLOv7 

After preprocessing, each normalized image frame is passed through the YOLOv7 (You Only Look 

Once version 7) model to detect and localize humans in real time. YOLOv7 is a single-stage object 

detection algorithm that offers an optimal balance between speed and accuracy, making it well-suited 

for resource-constrained platforms like nano drones. The model performs object detection by 

simultaneously predicting bounding boxes and class probabilities from a single forward pass over the 

image. 

Let F^i denote a pre-processed input frame. The YOLOv7 model outputs a set of bounding boxes 

B={b1,b2,...,bk} along with associated confidence scores P={p1,p2,...,pk}, where each bj is defined by 

its center coordinates (xj,yj) width wj  and height hj. Each detection also includes a class probability 
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vector Cj=[c1,c2,...,cn], where n is the number of object classes and the highest value indicates the 

predicted class. 

The objectness score, which reflects the confidence that a bounding box contains an object, is computed 

as: 

P_"obj" =σ(W^T x+b)----7 

where xxx is the feature vector extracted from the convolutional layers, W and b are the learned weights 

and bias, and σ(⋅) is the sigmoid activation function. A bounding box is classified as a "human" if the 

predicted class corresponds to the human label and the confidence score pj exceeds a predefined 

threshold τ, i.e., 

"If "  arg⁡max⁡(C_j ) ="‘human’" "and" p_j>τ, "then " b_j∈B_"human" --8 

To improve detection accuracy and remove redundant overlapping boxes, Non-Maximum Suppression 

(NMS) is applied. NMS retains the bounding box with the highest confidence score and removes others 

with an Intersection over Union (IoU) greater than a set threshold θ: 

"IoU" (A,B)="Area" (A∩B)/"Area" (A∪B)  ----9 

This filtering ensures that only distinct and high-confidence human detections are preserved for the next 

stage of activity classification and tracking. 

Overall, YOLOv7 enables fast, robust, and accurate detection of individuals within each frame, 

supporting real-time surveillance tasks in resource-constrained aerial platforms. 

 Activity Classification using LSTM 

Once human subjects are identified in the video frames, next say by analyzing their motion patterns over 

time classify activities of the human subjects. This is necessary to detect any abnormal behavior such as 

loitering, trespassing, or erratic movement. So to do so the system uses a Long Short-Term Memory 

(LSTM) network which is a kind of recurrent neural network (RNN) highly suited to learn in sequence 

data and for handling a temporal dependency. 

A sequence of time-series data (bounding box coordinates over time) is obtained from each individual 

detected and used as the input to the LSTM. Let the human position at each frame be described by the 

feature vector xt = [xt(c), yt(c), wt, ht] where (xt(c), yt(c)), is the center of the bounding box in time step 

t, and wt,h represent its width and height. A string of these vectors after T frames is called the input: 

X={x1,x2,…,xT}---10 

The final hidden state hT is passed through a fully connected layer followed by a softmax activation to 

yield a probability distribution over predefined activity classes (e.g., walking, standing, running, 

loitering): 

y="softmax" (W_y h_T+b_y )----11 

The class with the highest probability is selected as the predicted activity. If the activity is categorized 

as abnormal or suspicious based on the trained model (e.g., prolonged loitering or restricted area entry), 

the individual is flagged for further tracking and alert generation. 

By leveraging LSTM’s memory capabilities, the system effectively captures temporal behavior patterns, 

enabling accurate classification of activities that evolve over time, which is crucial for real-time 

surveillance and threat detection. 

 Swarm Coordination Algorithm 

To keep the continuous and finely tuned tracking of suspicious individuals in a big and complex area, 

multiple nano drones work together in coordinated swarm. The swarm coordination algorithm allows 

for real-time information exchange amongst, dynamic role assignment, and path optimization amongst 

drones creating the maximum area to be covered, also maintain persistent visual contact with target. The 

decentralized solution is critical in circumstances where central management can be delayed or active. 

The coordination among the drones is carried out by use of a modified Particle Swarm Optimization 

(PSO) technique, in which each drone is viewed as an agent within multi-agent system. Each drone 

keeps deriving the current position xi(t), velocity vi(t) personal best position pbest, and global best 

position gbest operated by the swarm. The rules of updates for velocity and position are provided as: 

v_i (t+1)=ω⋅v_i (t)+c_1⋅r_1⋅(p_(best,i)-x_i (t))+c_2⋅r_2⋅(g_best-x_i (t))---12 

Here ω denotes the inertia weight which controls the effect of the previous velocity, c1 and c2 are 

acceleration coefficients, and r1,r2 ∈ [0,1] indicate the random numbers to induct stochastic behavior to 

benefit the diversity of search. This algorithm enables the drone to adapt to automatically change 

position to get better coverage and more responsive to target movement. 

Apart from positioning, drone also distributes their states—location, orientation, battery level ect—via 

low-latency wireless mesh. A consensus protocol guarantees the swarm stays connected and does not 
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collide or fail to cover. For example, drones near the target strive to track, while others dynamically 

reassigster to play defense nearby zones, or relaying data to their Base Station. 

In order to keep a real time coordinated system each drone predicts, the target future location by using 

simple kinematics: 

Δtx_"target"  (t+1)=x_"target"  (t)+v_"target"  (t)⋅Δt-----13where xtarget(t) and vtarget(t) denote the 

position and position velocity of the suspicious individual at time ttt. This prediction enables drones to 

know the motion ahead and shape their formation so. 

 In general, swarm coordination algorithm allows to the system to grow efficiently, quickly respond to 

target behavior in real time and ensure its continuous surveillance by dynamic re assign of roles and 

locations of drones. 

 Target Tracking and Alert Generation 

As soon as a person is identified as suspicious through tracked behavior, the system begins continuous 

target tracking and raises alarms for movements. Considering the high mobility of both the target and 

the drones, accurate robust real-time tracking is required to accomplish persistent surveillance. The 

system uses Kalman Filter-based multi-target tracking algorithm as it is very effective in tracking and 

predicting dynamic trajectory over being uncertain. 

Each detected person’s position is represented by state vector xk which includes x and y components of 

position and velocity: 

x_k=[x_k,y_k,(x_k ) ̇,(y_k ) ̇ ]^T----14 

This integrated tracking and alert mechanism ensures that potential threats are continuously monitored 

and flagged in a timely and efficient manner, enhancing situational awareness and security response 

capabilities. 

 Communication with Control Center 

The last stage of the surveillance pipeline consists of a solid, secure and as real time communication 

between the nano drone swarm with a centralized control center. This exchange is essential for sending 

alarms, sending video feeds, sharing metadata and receiving critical mission instructions. Because of 

the Nano drones are lightweight, and it is powered and bandwidth limited, therefore a lightweight 

encrypted mesh communication protocol is used. Each drone acts as a node for adhoc network, packet 

forwarding through most-hop routing to attain robust and fault-tolerant data communication even in 

dynamic, interference-prone conditions of environments with obstructions or signal emergences. 

Supported communication protocol is based on the periodic telemetry update and event-driven message. 

Let the telemetry data of the drone di at t be denoted as: 

〖"Data" 〗_i (t)=\{〖"Location" 〗_i (t),〖"Battery" 〗_i (t),〖"Velocity" 〗_i (t),〖"Status" 〗_i 

(t)\}----15 

The control centre is then the central command unit that pulls multiple drones together and displays the 

data in a real-time dashboard. It can get the alerts, it can estimate the combined threat levels, it can store 

the surveillance footage, it can give instructions in regulation such as rerouting or swarm redeployment 

according to analytics or automatic standards. In order to provide continuous and low latency 

communication, the drones use Frequency Hopping Spread Spectrum (FHSS) for resistance against 

jamming or interception and a priority queue management to priority batches urgent alert packets 

forward of telemetry data. This safe, adaptable, and data-driven communication framework remains the 

overarching platform, impelling nano drones to aggregate and function synergistically as well as 

seamlessly connect to executive bodies where prompt choosing and accomplishing is possible. 

 

4. Results and Discussion 

 

To assess the functionality of the proposed autonomous nano drone surveillance system, some key 

performance metrics have been determined and extended and evaluated in comparison with the 

traditional fixed-camera surveillance. Metrics are detection accuracy, activity classification accuracy, 

tracking precision, communication latency, battery consumption, threat alert precision specified in 

table1. 

Table 1: Performance Comparison Table 
Metric Nano Drone System Traditional Surveillance 

Detection Accuracy (%) 92.3 78.4 

Activity Classification Accuracy (%) 89.5 72.1 

Tracking Precision (%) 91.2 74.3 
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Latency (ms) 45.0 110.0 

Battery Consumption (W) 2.1 3.7 

  

 
Figure 2: Performance Comparison: Nano Drone System vs Traditional Surveillance 

  

As shown in Table 1 and Figure 2, the nano drone system significantly outperforms traditional 

surveillance methods across all metrics. The detection accuracy of the proposed system reaches 92.3%, 

compared to 78.4% with traditional systems. This improvement is attributed to the mobility and dynamic 

field of view provided by the drones, coupled with real-time deep learning-based detection using 

YOLOv7. 

The activity classification accuracy, powered by the LSTM network, achieves 89.5%, which is 

considerably higher than the 72.1% accuracy of traditional methods that often rely on static rule-based 

motion detectors. Additionally, tracking precision reaches 91.2% due to the integration of Kalman 

filtering and swarm coordination, enabling drones to maintain continuous visibility of the target even in 

complex environments. In terms of latency, the edge-computing model deployed on each drone results 

in a much lower response time of 45 ms, compared to 110 ms for cloud-based or centralized systems. 

Battery consumption is optimized through energy-efficient drone design and lightweight models, 

resulting in an average consumption of only 2.1 W, versus 3.7 W in conventional drone systems.The 

threat alert precision, which measures the accuracy of generating alerts for truly suspicious activities, is 

notably high at 94.8%. This demonstrates the reliability of the system in minimizing false positives and 

ensuring timely notification to control centers. 

In general, the suggested nano-drone system does not only promote the sensitiveness of discernment 

and concentration, but it also speeds up the middle of-operation and with the aim of energy saving at 

that time, making it a beneficial answer for scalable, brainy surveillance in smart city and chiefs of 

prevention systems. 

 

5.  Conclusion 

 

In this paper, an innovative and intelligent surveillance system employing autonomous nano drones was 

developed for real-time detections, classifications and tracking of suspicious persons. Through fusing 

cutting knowledge computer vision techniques, LSTM-based activity identification, and swarm 

coordination algorithms, the proposed scheme manifests on superior performance in achievement, 

consequence and energy performance than conventional watch methods. Yolov7 deployment provided 

fast and accurate human detection while using LSTM networks aided to temporal investigation of 

conduct for exact conduct classification. The swarm coordination system, implemented by means of a 

variant of the Particle Swarm Optimization (PSO) algorithm, facilitated that a number of drones adapted 

retention of surveillance tasks and ensured persistent target coverage. Additionally, the robustness and 

security were achieved through Kalman filter-based tracking system and low latency encrypted 
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communication in the dynamic environment. Experimental results showed substantial enhancements in 

key performance indicators like detection accuracy (92.3%), activity classification accuracy (89.5%), 

and alert specificity (94.8%), as well as decreased latency and energy consumption. These results 

confirm the feasibility of the proposed framework in real-world applications such as public safety 

monitoring, surveillance of the urban sector as well as border control. 
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