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Abstract: A blockchain is recognized as a revolutionary and advanced 

technology, primarily due to its features of privacy, security, immutability, 

and data integrity. The consensus layer serves as the foundation and it is 

the most critical component of blockchain architecture. Identifying Long-

Range Attacks (LRA) within a block chain presents significant challenges. 

Existing studies face various difficulties in detecting these long-range 

attacks and monitoring the behaviour of validator nodes within the 

blockchain network. Consequently, this paper introduces a novel deep 

learning approach designed to accurately detect the nodes as either normal 

or attack, thereby effectively reducing the risk of long-range attacks. 

Initially, data are collected, and pre-processing is done to improve the 

quality of input using Upgraded Min-Max Normalization. Next, high level 

features are extracted using Improved Non-negative Matrix Factorization 

(INMF) and Sparse Variational Auto encoder (SVAE) methods. The 

INMF based features are given as input to the Depth wise Separable 

Convolutional Resnet (DSC-ResNet) to learn the latent features. The 

Stacked Bidirectional Gated Recurrent Dropout Network (SBi-GRDN) is 

trained using the SVAE features to identify complex relationships and 

interactions among features for capturing attack patterns efficiently. Then, 

the attention layer is used to fuse features from the DSC-ResNet and SBi-

GRDN models. Finally, a fully connected layer with a sigmoid is 

employed for classifying the attack. The experimental results illustrate that 

the proposed approach attains an accuracy of 99.1%, Precision of 99.5%, 

Recall of 99.4%, and F1-score of 99.5%, which provides effective results 

in detecting long range attacks. 

 

Keywords: Consensus layer, Long range attack, Normalization, 

Factorization, Auto encoder, Dropout network.  

 

 

1. Introduction 

 

Blockchain is intended to create a secure distributed database, eliminating the need for a central 

governing authority [1-3]. It has emerged as a decade-defining technology, with applications in 

healthcare, voting, supply chain management, banking, the Internet of Vehicles (IoV), art, and more. 

The information stored in the blockchain is accessible to all participants and is known as nodes. The 

process of validating and authenticating data on a blockchain is managed by a mechanism referred to as 

the consensus mechanism [4]. In conventional blockchains, participants engage in competition to solve 

complex cryptographic and mathematical challenges that are straightforward to verify [5-6]. This 

activity is referred to as "mining," and the individual who successfully solves the problem is rewarded 

with new coins for their efforts. Consequently, these blockchains operate on the principle of Proof of 

Work (PoW) [7-8]. In this context, users are deemed reliable due to the significant computational 

resources they have invested in transaction verification. In contrast, Proof of Stake (PoS) protocols select 

users for transaction validation based on the amount of wealth they hold or their stake [9-10]. 
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The actual power consumption could be significantly higher as numerous malware programs engage in 

mining activities on compromised devices without the users' awareness [11-12]. Although blockchains 

are often perceived as inherently secure and privacy-oriented, this belief is misleading since various 

attacks can target them in multiple ways. Some of these attacks are quite technical and may pertain only 

to certain blockchains [13-14]. It is important to recognize that while blockchains may be a decade-old 

technology, the majority of users have only recently begun to engage with them, often viewing them as 

a "black box." Consequently, it is essential to illuminate the different security aspects of blockchains 

and to analyze the threats they face [15-16]. This detailed investigation intends to shed light on these 

models' predictive powers as well as their sensitivity to adversarial data manipulation inside supply 

chain networks that have been strengthened by blockchain technology. Block chain-enabled supply 

chain networks are complicated systems with many players, like vendors, producers, traders, sellers, and 

customers [17-18]. These participants engage in a variety of tasks, including manufacturing, 

distribution, inventory control, and predicting demand, all of which contribute to the timely and effective 

delivery of goods and services to customers [19]. Nonetheless, these supply chain networks face a 

variety of obstacles and dangers, like disruptions, uncertainty, cyber attacks, and environmental 

concerns. A significant problem is to defend the network's security against malicious actors that may 

seek to negotiation, destroy, or steal important information or resources from the system. Detecting and 

blocking such attacks is more difficult in block chain-enabled supply chain networks since data is spread 

and decentralized across several nodes. 

Various strategies can be explored to mitigate these attacks. The safety and effectiveness of block chain-

enabled supply chain networks result in more robust and secure network detection systems that are 

personalized. A successful long-range attack allows a hostile node to change the whole history of 

transactions recorded on the block chain, compromising the core tenet of immutability that blockchains 

provide [20]. A long-range attack is considered effective when an illegal validator is able to create a 

secret or alternate chain that starts from the genesis block and mirrors the genuine main chain. Several 

techniques are proposed for detecting and countering long-range assaults, including software updates as 

well as the publication of checkpoints for all nodes. However, these alternatives are mostly theoretical 

and provide implementation issues without jeopardizing the blockchain system's centralization. 

Validators who sell their outdated keys to hostile actors open the door to long-range attacks. Thus, this 

works proposes a novel method for detecting long range attacks by analysing the block and supply chain 

creation. 

1.1 Motivation 

Blockchain is a popular distributed database that has attracted global interest and acceptance in a variety 

of industries. The blockchain allows data to be securely recorded and shared among computers on a 

network. These transactions are unchangeable and impervious to tampering since they are 

cryptographically linked and secured by consensus techniques. In fact, one well-known consensus 

technique utilized in Supply chain Blockchain networks is Proof-of-Stake (PoS). Detecting Long-Range 

Attacks (LRA) in the supply chain Blockchain is critical for ensuring network security as well as 

integrity. Long-range attacks refer to attacks where an adversary attempts to rewrite the block chain’s 

history from a point far back in time. Thus, it is necessary for detecting the long range attacks on the 

supply chain block chain. Recently, deep learning techniques have become more popular for 

categorizing the normal and attack activities. This is because the deep learning architectures involve 

several efficient layers that can learn the significant feature information and classify the malicious and 

non-malicious nodes in an efficient manner. Motivated from this, the proposed study prefers a novel 

deep learning model to identify malicious activities for mitigating large range attacks on the supply 

chain blockchain. The main contributions of the work are, 

• To enhance the quality of inputs by transforming all data into a similar form in the pre-

processing step using an efficient method of upgraded min-max normalization. 

• To extract the high level features from the pre-processed output using Improved Non-negative 

Matrix Factorization (INMF) and Sparse Variational Autoencoder (SVAE) methods. 

• To effectively classify the given blockchain node data as attack or normal, a fully connected 

layer with sigmoid is employed. 

• To assess the performance of the suggested study by utilizing diverse metrics and comparing 

the results with other existing methods.  



Ritika  Shrimali et al. Deep Learning based Feature Fusion.......                     675 

The document is summarized as: Section 2 offers related works, Section 3 details the suggested 

approach, Section 4 illustrates the results as well as discussions, and Section 5 ends with the conclusion 

and future prospects. 

 

2. Related works 

 

Some of the works related to long-range attack detection with various models are described in the 

following section. 

Sanda et al. [21] introduced a technique for classifying nodes in a PoS blockchain for long range attacks. 

This study used a publicly available dataset. Initially, a semi-synthetic dataset was generated using node 

validators as well as block transactions. Then, feature selection was utilized to discover critical 

properties for creating and validating the PoS blocks. Furthermore, the deep learning model accurately 

categorized nodes as malicious or non-malicious, allowing it to effectively repel long-range assaults. 

Finally, the suggested model attained an accuracy of 85.20%. 

Chauhdary et al. [22] used deep learning to construct a method for detecting cyberattacks in cloud-based 

supply chain management (SCM). In this study, the input data is analyzed, the complex data is managed, 

and the most essential features are identified using Evolution Social Spider Optimization (ESSO). The 

Deep Belief Network (DBN) was then trained with an Extreme Learning Machine (ELM) to detect and 

identify the attacks. Additionally, the model improved performance by employing Poor and Rich 

Optimization (PRO) techniques. However, it was noticed that the model faced issues in training. 

T soukas et al. [23] developed an end-to-end solution to improve food supply chain security using 

TinyML. The transparency of food supply chain monitoring systems ensures the safety of all 

components in the approach. Then, a universal information monitoring method based on block chain 

technology secured the security of collected data, while a self-governing method for all supply chain 

actors reduced the number of points of failure. At last, a security system based on the suggested approach 

TinyML emerging technology was implanted in monitoring devices to reduce a major amount of illegal 

conduct by supply chain actors.  

Ilyas et al. [24] developed an efficient solution for identifying and combating Distributed Denial of 

Service (DDoS) attacks in a block chain network based on optimization-based deep learning. Initially, 

verified responses were provided to authenticated users while suspicious traffic was monitored for 

DDoS detection. The Poaching Raptor Optimization-based Deep Neural Network (DNN) was then used, 

with the classifier modified to reduce training loss using a suggested optimization approach. This 

algorithm hybridized the hunting and poaching behaviors of raptors and Lobos to improve detection 

accuracy. The suggested technique attained an accuracy of 95.12%.  

Bassiouni et al. [25] presented an enhanced DL algorithm for predicting supply chain risks under 

COVID-19 constraints. The dataset was obtained from the publically available Kaggle. The pre-

processing step involved removing columns that reflected the identical features as well as distinctive 

identifiers. The features were then retrieved using four primary models: RNN, CNN, LSTM, and 

BiLSTM. Furthermore, the classifiers included SoftMax, random trees (RT), random forest (RF), k-

nearest neighbor (KNN), artificial neural network (ANN), and support vector machine (SVM).  

However, it was noticed that the model faced overfitting problems.  

Dai et al. [26] suggested an automated DDoS assault traffic recognition solution based on a cross-

multilayer CNN model optimized for the blockchain network layer. This solution addressed the 

difficulties of low generalization, high erroneous rates, and inefficient recognition that are common with 

current detection strategies. Initially, the model applied a convolution operation to pre-processed traffic 

within the blockchain network layer, using a cross-layer method that included L2 regularization. This 

technique allowed the algorithm to capture intricate aspects of attack traffic at several levels while 

enhancing the representational capabilities of essential features; specifically, parameters with large 

volatility were penalized in order to stabilize the model's weight changes. The model retrieved very 

resilient abstract aspects of attack traffic, increasing its generalizability and reducing misreporting rates. 

The abstract features were then parametrically encoded using a stacked sparse auto encoder based on 

Kullback-Leibler divergence, with model sparsity changes applied to eliminate unnecessary data and 

reduce interdependence across abstract features. However, it was noticed that there was difficulty in 

classifying the attack. 

The application of AI-driven methodologies, especially Deep Learning (DL) techniques, can improve 

the functionality of Uncrewed Aerial Vehicles (UAVs). However, this advancement raises issues related 
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to their safety and vulnerability to adversarial threats. Hickling et al. [27] used Deep Reinforcement 

Learning (DRL) to improve model efficiency. This research described a strategy for using the 

comprehension of DL approaches to develop an effective detection system to secure certain DL 

frameworks.Two adversarial attack detection techniques were proposed in this paper. The first was a 

Convolutional Neural Network Adversarial Detector (CNN-AD), which had 80% detection accuracy. 

The second system used a Long Short Term Memory (LSTM) network, attaining 91% accuracy with 

faster processing speeds than the CNN-AD, allowing for real-time detection of adversarial attacks. 

However, it was noticed that there was a difficulty in training. A summary of the existing methods is 

provided in Table 1.  

Table 1: Summary of the existing methods 
Authors & references Techniques Description Limitations 

Sanda et al. [21] PoS- proof of stake Long range attack 

detection  

Data dependency and 

Model Complexity. 

Chauhdary et al. [22] SCM, ESSO, DBN, 

ELM and PRO 

Attack prediction in 

supply chain 

Dynamic threat 

environments and over 

fitting. 

T soukas et al. [23] TinyML Food supply chain 

security 

Complex integration 

and Data privacy 

concerns. 

Ilyas et al. [24] Poaching raptor based 

optimization 

Prevention of DDoS 

attacks 

Ethical and privacy 

issues and scalability. 

Bassiouni et al. [25] RNN, CNN, LSTM, 

BiLSTM, KNN, RF and 

ANN 

Predict supply chain 

risks under COVID-19 

Ethical and social 

considerations, and 

overfitting. 

Dai et al. [26] Kullback leibler 

divergence  

Improves the overall 

reliability 

Difficulty in 

distinguishing the 

classes 

Hickling et al. [27] Convolutional neural 

network-Adversarial 

detector  

Enhances the security Difficulty in training 

 

Problem statement 

The increasing occurrence of long-range attacks targeting blockchain consensus layers presents a serious 

risk to the integrity and security of blockchain systems. These attacks take advantage of weaknesses 

within the consensus mechanism, undermining the trust and reliability of the entire network. Current 

detection methods often fall short in addressing the complexity and dynamic characteristics of these 

attacks, as they struggle to effectively capture intricate, non-linear interactions and relationships among 

various features. This shortcoming results in diminished accuracy and efficiency in detecting attacks, 

especially when dealing with sophisticated and covert attack strategies. To tackle these issues, a robust, 

scalable, and intelligent solution is necessary to extract significant high-level features and to accurately 

identify complex attack patterns. The proposed model confronts these challenges by incorporating 

advanced deep learning methodologies, such as Improved Non-negative Matrix Factorization (INMF) 

and Sparse variational Auto encoder (SVAE), for thorough feature extraction. Utilizing a Depth wise 

Separable Convolutional ResNet (DSC-ResNet) alongside a Stacked Bidirectional Gated Recurrent 

Dropout Network (SBi-GRDN), the model captures latent and sequential feature interactions. The 

integration of these features through an attention mechanism further boosts detection capabilities, 

resulting in accurate classification via a fully connected layer with sigmoid activation. This innovative 

approach significantly enhances the detection of long-range attacks, providing improved accuracy, 

adaptability, and scalability, thus reinforcing the resilience of blockchain consensus mechanisms. 

 

3. Proposed methodology 

 

A novel method is developed to detect and classify the attack on blockchain consensus layer. In order 

to mitigate the long range attack on the consensus layer, various stages are performed, like pre-

processing, feature extraction, feature fusion as well as classification. Figure 1 describes the workflow 

of the proposed approach.  
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Figure 1: Block diagram of the proposed approach 

Initially, data are collected from the proof of stake blockchain dataset. Then, pre-processing phase aims 

at improving input quality through Upgraded Min-Max Normalization. After that, high-level features 

are recovered from pre-processed data using Improved Non-negative Matrix Factorization (INMF) as 

well as Sparse Variational Autoencoder (SVAE) methods. Next, in the construction of the proposed 

model, features derived from INMF are fed into the Depthwise Separable Convolutional ResNet (DSC-

ResNet) to facilitate the learning of latent features. Subsequently, the Stacked Bidirectional Gated 

Recurrent Dropout Network (SBi-GRDN) is trained with the SVAE features to uncover complex 

relationships and interactions among the features, which enhances the model's ability to efficiently 

capture attack patterns. An Attention layer is then implemented to fuse features from both the DSC-

ResNet and SBi-GRDN models. Finally, a fully linked layer with a sigmoid activation function is used 

to classify attacks. 

3.1 Pre-processing 

Pre-processing is used to reduce the noise and increase the quality of data. Pre-processing is used to 

improve the quality of input data by enhancing min-max normalization. 

• Upgraded min max normalization 

Min-max normalization presents significant challenges due to its lack of robustness, which is 

particularly sensitive to high-value data used in the estimation process. To address this limitation, an 

upgraded min-max normalization is introduced to preserve the original distribution of matching scores, 

with the exception of applying a scaling factor to normalize all high scores. For instance, if the range of 

the first score is [20, 85] and the range of the second score is [35, 100], it is advisable to utilize the raw 

scores rather than the normalized ones, as the ranges of both scores are nearly identical. In another 

scenario, where the first score ranges from [20, 85] and the second score ranges from [0.25, 0.75], 

normalization of the first score is warranted since it is approximately 100% greater than the second score 

set. The normalization process can be executed using the appropriate formula. 

)min()()(
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Y

−+

−
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                                     (1) 

Here, y represents the original value in the dataset, )min( y  denotes the minimum value in the dataset, 

and )( *ystd  describes the standard deviation of the upgraded dataset 
*y . After pre-processing, feature 

extraction is performed. 

3.2 Proposed framework 

In the proposed framework, from the pre-processed output, the high level features are removed using 

INMF and Sparse Variational Autoencoder (SVAE) methods. 

3.2.1 Improved Non-negative Matrix Factorization 

The aim of feature extraction through INMF is to refine the process of identifying significant, high-level 

features while overcoming the shortcomings of traditional NMF [28]. The adaptive weight matrix and 

entropy regularization are used to improve the NMF. These advancements allow for a more effective 

recognition of hidden patterns or structures that are essential for comprehending the underlying data. 

Furthermore, the enhanced algorithm typically offers improved scalability and efficiency, making it 

suitable for handling real time data.  An entropy regularizer is utilized to impose a penalty on the cost 
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function of NMF, allowing the weights to fall within the range of [0, 1] rather than being restricted to 

binary values of 0 or 1. This approach leverages information entropy to assess the uncertainty associated 

with the updated weights T and is represented as, 


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Then, the base matrix W is updated as, 

( )   TT HWHTHYTWW )(/.                             (3) 

In a similar manner, the update rule for H  is derived as, 

( )   )(/. WHTWYTWHH TT                               (4) 

Here, the improved framework not only boosts the accuracy and dependability of subsequent tasks but 

also guarantees scalability and relevance. These innovations lay a solid groundwork for addressing 

complex challenges in fields that require high-dimensional data analysis, such as cyber security, image 

processing, and bioinformatics. 

3.2.2 Sparse Variational auto encoder 

A sparse variational auto encoder (SVAE) [29] plays a vital role in identifying long-range attacks by 

proficiently extracting high-level features that reveal underlying patterns and anomalies within the data. 

The SVAE utilizes the framework of a variational auto encoder (VAE) to develop a probabilistic 

representation of the input data in a latent space. The structure of SVAE is shown in Figure 2. 

...

...

...

...

Encoder 

...

Decoder 

...

Reconstruction 

error

KL 

divergence

 
Figure 2: Structure of SVAE 

 This approach minimizes noise and redundancy, highlighting the essential traits that distinguish normal 

behavior from attack patterns. By mapping high-dimensional data into a lower-dimensional latent space, 

the SVAE uncovers subtle, distributed, or correlated anomalies that signal long-range attacks, which 

may be hidden in the raw data. Furthermore, the probabilistic characteristics of the VAE allow the model 

to adapt effectively across various scenarios, improving its resilience to different attack methodologies. 

This advanced feature extraction is critical for subsequent detection and classification processes, 

facilitating the precise and efficient identification of long-range attacks in complex systems.Variational 

Autoencoders (VAEs) function as generative models that utilize neural networks as probabilistic 
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encoders and decoders. The dropout posteriors are incorporated into the VAE framework to regularize 

the neural networks, resulting in a sparse representation of the variational parameters. For any input y

, the Encoder layer performs a linear transformation to derive the necessary outputs. 

y =                                           (5) 

Let x  represents the hidden layer of the sparse VAE, and the approximate posterior of x  follows this 

distribution as 

( ) 




 =

2

:)|(  bdiagyxp                               (6) 

The approximate posterior described in Equation (6) is specifically known as dropout posteriors when 

utilized in VAE models. Following this, x  is passed to a linear transformation layer known as the 

Decoder, which produces,  

xy  =                                              (7) 

Here, 

);()|(  yyNxyq =                                 (8) 

The calculation of the Kullback-Leibler (KL) divergence is made easier by using the following formula. 
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Here, 63576.01 =k , 87320.12 =k , 48695.13 =k , (.) is defined as sigmoid function. Based on the 

equation (9), variational lower bound can be acquired as, 

( )   )|(log)(|||)( )|( xyqExqyxpKyL yxPVAE  +−=                         (10) 

The Sparse VAE is applied to extract the high level features. Within each Sparse VAE, the hidden 

representations of the encoders are defined as follows. 
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Then, the data reconstructed in the decoders are, 
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Here, in this stage, SVAE maximizes the lower bound and extracts the high level features. 

3.2.3 Depth wise separable convolutional Resent 

The INMF features are given as input to Depthwise Separable Convolutional Resnet (DSC-ResNet) to 

learn latent features. Here, a deptwise separable convolution is combined with the residual network to 

learn the latent features. The integration of Depthwise Separable Convolution and Residual Networks 

(ResNets) in the detection of long-range attacks aims to effectively learn latent features that encapsulate 

both spatial and temporal dependencies within intricate data. Depthwise separable convolution is a 

highly efficient convolutional technique that minimizes computational demands while preserving the 

capability to extract detailed spatial features from the input data. Residual Networks use shortcut 

connections to bypass one or more layers, which helps to reduce the vanishing gradient problem and 

allows the network to develop more detailed representations. When combined, these techniques create 

a robust framework for learning latent features, as depth wise separable convolutions improve 

computational efficiency while ResNets facilitate effective feature extraction in deeper architectures. 

This synergy is particularly advantageous for detecting long-range attacks, where recognizing intricate 

patterns over extended timeframes is essential for establishing strong defence strategies.  

• Depth wise separable convolution 

Depth wise separable convolution [30] is an efficient approach for extracting latent features from data 

that divides the usual convolution process into two stages: depth wise convolution as well as point wise 

convolution. During the depth wise convolution phase, each input channel is treated independently, 

allowing the network to focus on capturing specific spatial characteristics inside each one. Subsequently, 

the point wise convolution phase merges these channel-specific features. This two-phase approach 

significantly lowers both computational complexity and the number of parameters, making depth wise 
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separable convolution especially beneficial in contexts involving high-dimensional data or limited 

resources. The deptwise separable convolution is defined in Figure 3. 
In
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Figure 3: Depth wise separable convolution 

The presence of numerous convolution parameters in the kernel necessitates extensive matrix 

calculations, leading CNN models that handle high-resolution data to require increased memory 

resources. Consequently, it may be necessary to simplify several CNN models to reduce the number of 

convolution parameters. One effective approach is Depthwise Separable Convolution (DSC), which 

minimizes the overall parameter count, decreases the complexity of matrix calculations, and maintains 

accuracy. Unlike traditional CNNs that utilize a convolution kernel with identical input channels, 

allowing for channel-by-channel matrix operations, DSC consists of two distinct convolution stages: 

Depth wise as well as Point wise. In the depth wise convolution stage, each input channel of the neural 

network is processed independently using a separate filter, which corresponds to spatial convolution. 

Subsequently, point wise convolution, which employs 11  convolutional windows, combines the 

features across channels to create new representations. Thus, the total number of trainable parameters in 

depth-wise separable convolution can be stated as follows: 

PDD fm  22
                                         (13) 

QPD f 2
                                         (14) 

( )( )NDPD mf + 22
                                      (15) 

The overall count of parameters for depth wise convolution is represented by Equation (13). The total 

parameters for pointwise convolution are indicated by Equation (14). Consequently, the total parameters 

for depthwise separable convolution (DSC) are outlined in Equation (15). This leads to a substantial 

reduction in both the model's parameters and computational costs. 

• Residual network 

Residual Networks (ResNets) [31] represent a significant advancement in deep learning architecture, 

specifically engineered to effectively learn latent features while overcoming the difficulties associated 

with training very deep neural network. The primary innovation of ResNets is their use of residual 

connections, which allow certain layers to bypass one or more subsequent layers, establishing shortcut 

paths that enable the direct addition of a layer's input to its output. These latent features are vital for 

tasks that demand detailed analysis. The capability to develop deep and meaningful representations is 

often critical for achieving high-precision outcomes. Each of these residual units can be represented as 

follows. 

),()( jjjj vyRymx +=                                               (16) 

)(1 jj xey +=+                                                    (17) 

Here, R represents a residual function, e  denotes a ReLU function, jv  signifies weight matrix, while 

jy and jx  correspond to the inputs and outputs of the 
thj  layer. The function m  is defined as an identity 

mapping that is shown below: 

jj yym =)(                                            (18) 

Here, the residual function R is described as, 

)))(().((.),( jjjjj yCvCvvyR  =                              (19) 

Here, )( jyC represents batch normalization, "."  indicates convolution and )0,max()( yy = . The 

core concept of residual learning revolves around the branching of paths for gradient flow. Residual 

networks exhibit certain similarities to highway networks, including the use of residual blocks and 
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shortcut connections. ResNets can be conceptualized as an ensemble of multiple paths rather than a deep 

structure. Notably, these paths within ResNets vary in length with only one path traversing all residual 

units. Additionally, not all signal paths contribute to gradient propagation, which facilitates the quicker 

optimization and training of ResNets.  

3.2.4 Stacked Bidirectional gated recurrent dropout network 

The Stacked Bidirectional Gated Recurrent Dropout Network (SBi-GRDN) is essential for detecting 

long-range attacks, utilizing high-level features derived from a Sparse Variational Autoencoder (SVAE) 

to uncover intricate relationships and interactions among features. Here, bidirectional gated recurrent 

unit is in a stacked connection and combines with a dropout network to identify the complex relationship 

among features. Its bidirectional design allows the network to analyze sequential data in both forward 

and backward directions, effectively capturing the complex temporal dependencies typical of long-range 

attacks. The inclusion of gated recurrent units (GRUs) enhances the network's capacity to model long-

term dependencies and nonlinear dynamics, while the stacked architecture facilitates a hierarchical 

approach to learning deeper and more abstract feature representations. By merging the comprehensive 

feature representations from the SVAE, the system establishes a powerful mechanism for detecting and 

analyzing long-range attack patterns within complex environments. 

• Stacked bi-directional gated recurrent unit 

Bidirectional GRU (BiGRU) uses the relationship between preceding and following signal states in the 

same sequence to better forecast the current state. The stacked BiGRU [32] layers are described in Figure 

4. 

          

          

          

          

          

          

          

          
 

Figure 4: Stacked BiGRU layers 

Additionally, stacking multiple BiGRU layers enables the effective extraction of higher-level features 

from the sequence. The input for the module is defined as  d

gTgTgG Ryyyy = |,....1 and is 
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processed by the stacked BiGRU. With the number of layers in the stacked BiGRU module denoted by 

GM , the forward and backward computations are represented by the arrows →and , respectively. 

In the 
thm layer, forward and backward hidden units are denoted by 

mh


and 
mh


. Upon completion of 

the computations in the 
thm layer, the results from both directions are combined and forwarded to the 

subsequent layer. For the input at the current timestep t  in the 
thm layer, represented as

tdm

gt Ry  , the 

precise circulation method of a single GRU is illustrated as, 
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Here, 
m

gtR and 
m

gtX  denote the outputs of the reset and update gates, correspondingly. The term 
m

gtH
~

 

signifies the generated memory, while 
m

gtH 1− indicates the hidden state from the previous time step. The 

hidden state for the current time step is represented by 
m

gtH . The symbol  denotes element-wise 

multiplication. The weight matrices and biases are defined as 
m

yrV , 
m

yrV , 
m

yhV  and 
m

h

m

y

m

r ccc ,, ,  

respectively. Additionally,  and tanh represent the sigmoid as well as hyperbolic tangent activation 

functions, correspondingly.  

• Dropout  

Dropout [33]  serves as a solution to mitigate the overfitting issues. The fundamental concept of dropout 

involves randomly deactivating a portion of the units with a probability of −1  (or retaining them with 

a probability of  ) during each training iteration, with  being determined through experimentation. 

Consequently, the networks that utilize dropout differ from one another and are less complex than 

traditional neural networks, thereby improving the model's ability to resist overfitting and accelerating 

the training process.  

3.3 Feature fusion using multi head attention 

Multi-head attention [34] is an effective mechanism for integrating features in detecting long-range 

attacks, especially within complex, distributed systems where attack patterns may change over time. 

This technique, frequently employed in transformer architectures, effectively addresses the need to 

capture both temporal and spatial dependencies in extensive and varied datasets. By leveraging multiple 

attention heads, the model can simultaneously concentrate on various elements of the input data, 

enabling it to identify subtle and prolonged attack patterns across different features. For example, in the 

context of long-range attack detection, multi-head attention facilitates the integration of information 

from diverse data sources, including network logs, application metrics, and system performance 

indicators, while preserving the temporal relationships among these features. Each attention head is 

trained to recognize distinct interactions and correlations, ensuring the model remains responsive to a 

wide range of attack strategies. Although it requires significant computational resources, the benefits of 

multi-head attention in feature integration, scalability, and adaptability render it a vital component in 

the detection of long-range attacks within contemporary cybersecurity frameworks. Initially, the inputs 

Q , K , and V  undergo a linear transformation. This process computes one attention head at a time, 

which necessitates the execution of multi-head  operation in n  times. Each linear transformation for Q

, K , and V utilizes distinct parameters P . The corresponding formula is presented below, 

),,( Q

j

K

j

Q

jj VPKPQPattentionhead =                                        (21)                        

O

rj PheadheadconcatVKQmultihead ),......,(),,( =                                   (22) 

Here, the outputs from the features r are concatenated, and the resulting value is transformed linearly 

to serve as the output of the MHA. 

3.4 Fully connected layer with sigmoid function 

In the context of classifying long-range attacks within a consensus layer, a fully connected layer [35] 

utilizing a sigmoid activation function is essential for converting high-dimensional feature 
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representations into practical classifications. This layer guarantees that each neuron is linked to all 

activations from the previous layer, enabling the model to identify intricate patterns and relationships 

throughout the entire feature set. The sigmoid activation function compresses outputs to a range between 

0 and 1 for binary classification tasks. Collectively, the fully connected layer and sigmoid function are 

vital for improving predictions and ensuring accurate classification in the realm of consensus-layer 

security. The function performed by the fully connected layer is represented as ),,( cvyfcx = , where 

y is the input to the layer, v signifies the weight matrix, c  is the bias, and x  indicates the output. The 

input data y  consists of n  features, with each element jy corresponding to feature j . It is important 

to note that the weight matrix v  has dimensions of  KN  , here K denotes the dimensionality of x . 

This function processes the vector y , producing the element j   in x  through a specific operation as, 

jjjj
j

j cyvx  +=                                       (23) 

Here, Sigmoid function is described as follows, 

ye
y

−+
=

1

1
)(                                              (24) 

The sigmoid activation function transforms its input values from the range of  +− ; to [0; 1].  

Finally, a fully connected layer, along with the sigmoid activation function, classifies the attack. 

 

4. Results and discussion 

 

This section describes in depth the suggested model's performance analysis and results evaluations. The 

implementation utilizes the Python programming tool. Table 2 denotes the system configuration. 

Table 2: System configuration 
Parameters Configuration 

Processor Intel(R) Core(TM) i5-6500 CPU @ 3.20GHz   3.19 GHz 

Installed RAM 16.0 GB (15.9 GB usable) 

Device ID 2FBF9ABF-16D4-452A-9A96-AB694B2B7888 

System type 64-bit operating system, x64-based processor 

 

4.1 Dataset description 

The proposed study comprises a total data of 10000 and a total features of 17. The feature names are 

Block height, Unix Timestamp, TxnFee(Binary), Status(Tags), Block Generation Rate, Stake Reward, 

Coin Stake, Stake distribution rate, TxnSize, Coin Days, Coin Age, Block density (%), Block score, 

Coin Day Weight, Node Label, as well as Validation status. The two classes are normal and attack. 

4.2 Performance metrics 

The following part includes in-depth study of several performance indicators. The metrics relevant to 

the model under investigation are evaluated through Accuracy, Precision, Recall, F1-score, mean 

absolute error (MAE), mean squared error (MSE), root mean squared error (RMSE), Training accuracy, 

Training loss, Testing accuracy, Testing loss, and Receiver operating characteristics (ROC) [36]. 

4.3 Performance analysis with existing models 

The performance analysis is compared with the existing models such as depth CNN, attention CNN 

methods, bidirectional gated recurrent unit (BI-GRU), and DenseNet. 
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(a)                                                                   (b) 

 
(c)                                                                        (d) 

 
(e) 

Figure 5: Performance evaluation of the proposed model with the existing methods 

Figure 5 illustrates the performance evaluation of the suggested strategy. Figure 5 (a) shows a 

comparison of accuracy, emphasizing the benefits of the suggested approach. According to the results, 

the suggested approach outperforms existing methods in terms of accuracy. The x-axis depicts different 

methodologies, and the y-axis shows the related accuracy levels. This investigation indicates the 

usefulness of the suggested method in identifying long-range attacks. Figure 5 (b) highlights the 

precision of the proposed method, which surpasses that of the other techniques. In Figure 5 (c), recall 

rates are compared, with the proposed method also achieving a higher rate than its competitors. Figure 

5 (d) presents a comparison of F1 scores. Finally, Figure 5 (e) shows the specificity. The existing model 

faces issues with limited feature representation, inefficient feature fusion, and inconsistent performance. 

This method not only demonstrates enhanced accuracy but also improves processing speed in classifying 
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the attack, which makes it more effective for detection purposes. A detailed performance analysis in 

relation to existing methods is provided in Table 3. 

Table 3: Values for the proposed and existing approaches 
Models Proposed Depthcnn Attention  cnn BiGRU Densenet 

Accuracy (%) 99.13 95.56 93.23 91.09 88.56 

Precision (%) 99.54 95.13 93.31 91.34 88.21 

F1-score (%) 99.52 95.23 93.41 91.24 88.41 

Recall (%) 99.49 95.33 93.32 91.44 88.51 

Specificity (%) 99.49 95.45 93.58 91.46 88.73 

 

 

 
(a)                                         (b) 

 
(c) 

Figure 6: Error metrics examination of the proposed and existing models 

Figure 6 provides an MAE, MSE, and RMSE. In Figure 6 (a), the MAE for the proposed method is 

recorded at 0.004, which is lower than the values observed for the other existing techniques. Figure 6 

(b) showcases the MSE for the proposed method, which stands at 0.004, indicating its superior 

performance relative to the existing methods. Finally, Figure 6 (c) presents the RMSE for the proposed 

method, measured at 0.06. This evaluation demonstrates that the proposed method consistently achieves 

lower average errors compared to alternative techniques, underscoring its improved error performance. 

A detailed performance analysis of these error metrics can be found in Table 4. 

Table 4: Error metrics values of the proposed and existing models 

Models  Proposed  Depth-CNN  

Attention  

CNN BiGRU Densenet  

MSE  0.00466 0.022 0.032 0.04 0.042 

RMSE  0.06831 0.026 0.034 0.042 0.046 

MAE 0.00466 0.132 0.171 0.257 0.316 
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(a)                               (b) 

 
(c)                                    (d) 

Figure 7: Accuracy and loss in training and testing 

Figure 7 denotes the accuracy and loss in training and testing. Figure 7 (a) depicts the training accuracy, 

while Figure 7 (b) presents the training loss. Figure 7 (c) describes the testing accuracy. Finally, Figure 

7 (d) shows the loss in testing. The model demonstrates improved accuracy throughout the training 

process. The suggested approach yields elevated accuracy levels. Additionally, this method indicates a 

loss reduction, making it more suitable for application within the proposed framework. The evaluation 

findings show that the model obtains higher accuracy and lower loss rates in its predictions. 

 

 
Figure 8: Receiver operating characteristics 

Figure 8 illustrates the ROC graph. The method put forward achieves an Area Under the Curve (AUC) 

of 0.9912, which is a notable improvement over other models. These findings suggest that the proposed 

method excels in reducing false positives while enhancing true positives. The existing methodologies 
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exhibit challenges in managing long-range dependencies and intricate feature extraction, resulting in 

less effective performance in identifying long-range attacks. The proposed method overcomes these 

limitations by utilizing advanced feature extraction techniques and better modelling of long-range 

dependencies. Its impressive AUC score underscores its strength and effectiveness in accurately 

detecting long-range attacks, surpassing both traditional and alternative deep learning frameworks. 

 
Figure 9: Confusion matrix 

 

Figure 9 depicts the confusion matrix, a critical tool for evaluating the performance of classification 

approaches. In the realm of long-range attack detection, the confusion matrix underscores the difficulties 

in differentiating between normal activities and attack behaviours. The proposed approach correctly 

classifies 1728 labels and 9 are misclassified. Also, 1251 labels are correctly classified as attacks, and 

only 12 labels are misclassified.  

4.4 Discussion 

The study introduces a novel deep learning model to solve long range attacks on the blockchain 

consensus layer. Long-range attack detection is essential for maintaining system security, especially in 

contexts where malicious activities are intricate and evolve over time. The existing methodologies show 

varying levels of effectiveness. For instance, Proof of Stake (PoS) achieves an accuracy rate of 85.20%, 

but its performance limitations reveal challenges in identifying complex attack patterns and long-range 

dependencies. The Convolutional Neural Network-Adversarial Detector, with a 91% accuracy, 

demonstrates enhanced capabilities in recognizing adversarial actions. Yet, it encounters difficulties in 

comprehensive detection due to issues in effectively modeling long-term dependencies. The Kullback-

Leibler Divergence method raises accuracy to 93.85% by utilizing distributional metrics to spot 

anomalies, but it is hindered by computational demands and sensitivity to minor changes. Conversely, 

the Poaching Raptor Optimization technique reaches the highest accuracy of 95.12%, showcasing its 

exceptional ability to refine detection processes and adapt to intricate, long-range attack situations. 

Nevertheless, this method may also experience challenges related to scalability and generalization across 

various datasets. The proposed solution aims to overcome these limitations by incorporating advanced 

feature extraction and modelling techniques for long-range dependencies, thereby ensuring robust and 

scalable detection of sophisticated attacks. Its enhanced performance and adaptability highlight its 

superiority over the existing approaches, offering a more dependable and efficient solution for long-

range attack detection in dynamic settings. Table 5 defines the accuracy of the existing methods. 
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Table 5: Accuracy 
Techniques Accuracy (%) 

PoS- proof of stake [21] 85.20 

Poaching raptor optimization [24] 95.12 

Kullback leibler divergence [26] 93.85 

Convolutional neural network-

Adversarial detector [27] 

91 

Proposed  99.1 

 

5.  Conclusion 

 

The proposed model presents a novel deep learning framework for identifying long-range attacks within 

the blockchain consensus layer by utilizing advanced techniques. The implementation of Upgraded Min-

Max Normalization guarantees the integrity and uniformity of the input data. Furthermore, the combined 

application of Improved Non-negative Matrix Factorization (INMF) and Sparse Variational 

Autoencoder (SVAE) facilitates the effective extraction of high-level features. The incorporation of 

Depthwise Separable Convolutional ResNet (DSC-ResNet) alongside the Stacked Bidirectional Gated 

Recurrent Dropout Network (SBi-GRDN) enables a thorough understanding of latent and intricate 

feature interactions. The attention process is critical in improving the integration of complementing data 

from these two models, which results in higher detection accuracy. Finally, a fully linked layer with a 

sigmoid activation capability ensures reliable detection of prospective threats. This innovative approach 

underscores the effectiveness of merging deep learning techniques with attention mechanisms to protect 

the integrity and reliability of blockchain systems against complex attack strategies. The investigational 

results show that the proposed method shows an accuracy of  99.1%, Precision of 99.5%, Recall of 

99.4%, and F1-score of 99.5%.  The future scope of the research is to develop a hybrid consensus 

approach that mitigates the limitations of traditional consensus algorithms while ensuring robust 

performance and addressing security issues. This paper is intended to assist researchers in conducting 

more in-depth analyses tailored to specific application areas. A potential path for future research could 

be to use reinforcement learning to investigate the behaviors of malicious nodes as well as the various 

types of malicious acts carried out by validator nodes on the PoS blockchain. Enhancing the suggested 

framework to accommodate multi-modal data and facilitate cross-block chain interoperability could 

significantly increase its relevance across various blockchain platforms. Furthermore, incorporating 

explainable AI methodologies can enhance the model's interpretability, thereby building trust and 

promoting improved decision-making in practical applications. These developments could collectively 

bolster the resilience and security of blockchain consensus mechanisms, thereby encouraging wider 

adoption across different sectors. 
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